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MHOpMaUMOHHOro obliecTBa MeToAMYecKMe pekoMeHAauuM O pasMelleHMn Ha WHEOPMAaLMOHHBLIX
cTeHpax, odmumansHbIX WHTEepHeT-canTax 7 apyrmnx NHEOPMALIMOHHBIX pecypcax
obweobpasoBaTenbHbIX OpraHM3auMii M OpraHoB, OCYLLECTBRAKWNMX ynpasBrneHne B cdepe
obpasoBaHus, UHhopmaumm o 6esonacHoM NOBEAEHUM U UCMONb30BaHUKN ceTu "MHTepHeT".
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Mpunoxexue

METOAOMYECKUE PEKOMEHOALNU
O PASMELLEHUN HA AH®OPMALIMOHHbIX CTEHOAX, O®ULIUMATIbHbLIX
WHTEPHET-CAUTAX U APYTNX UH®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFAHU3ALIMA N OPFTAHOB, OCYLLEECTBNAIOLLNX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOOPMALIUKN O BE3ONACHOM
NOBEAEHWU N UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn M uneHamun BpemenHon komuccum Coseta Pegepaumm  no  pasBUTUIO
WHOPMaLMOHHOrO obLWecTBa B paMKax BbIMOMHEHUS pPEeKOMeHAAUUA napnaMeHTCKUX ChyLlaHum
"AKTyanbHble BOMpocbl obecnevyeHns 6e3onacHOCTM M pas3BuUTMS  geTen B UH(OPMaLMOHHOM
npoctpaHcTee", kotopble npownu B Cosete Pegepaummn 17 anpena 2017 r., 6binn paspaboTaHbl
MeToAMYECKNEe PEKOMEHAALMN O pasMeLLeHUN Ha MHAOPMALMOHHBIX CTEHAAX, OULManbHbIX NHTEPHET-
caWtax u apyrmx MHGPOPMALMOHHBIX pecypcax obuieobpasoBaTernbHbIX OpraHuM3auum M OpraHos,
OCYLLECTBNALWUX ynpasrieHne B cdepe obpasoBaHus, MHGopmauunm o 6Ge3onacHoOM MNOBEeOAEeHUN U
nucnonb3oBaHun cetn "IHTepHeT" (Oanee - METOANYECKME PEKOMEHAALMM).

MeToauuyeckne  pekoMeHAaUMM  HamnpaBneHbl Ha  KAYeCTBEHHOE  MOBbILEHWE  YPOBHS
VMH(OPMaLMOHHOW AeATenbHOCTM 0b6LeobpasoBaTenbHbIX OpraHn3auuin 1 OpraHoB, OCYLLECTBASIOLINX
ynpaBneHue B cdepe obpasoBaHus, B 4acTu MHAOPMUPOBAHUSA YYaLLMXCH, UX poauTernen (3aKOHHbIX
npeacraButenen) u negarormdecknx paboTHMKOB 06 OCHOBHBIX —acnekTax MHGOPMAaLMOHHOM
6e3onacHocTu.

MeTognyeckue pekomeHOauun Mo3BoNAT o6weobpas3oBaTenbHbIM OpraHM3aumMsaM U opraHam,
OCYLLECTBMAKOLWMM yrpaBrneHne B cdepe o00pa3oBaHusi, akTyanuMavpoBaTb YXe WUCMNofb3yemble U

pa3MeLlEeHHbIEe I/IH(bOpMaLIMOHHbIe MaTtepuarnbl, Tak U NoArotoBUTb UX B Cllydae UX OTCYTCTBUA C yH4ETOM
NYyHWKUX NPaKkTuK n peKOMeH,EI,aLI,I/IIZ.

B pamkax meToamMyeckmx pekomeHgaumi paccMaTpmBaloTCs CrieyloLmne MHCTPYMEHTbI:
1. H(bopMaLMOHHbIE CTEHAbI;
2. ouumnanbHble UHTEPHET-PECYPCHI;

3. cpeAcTBa MaccoBom MHbopMaL MK (LUKOSbHbIE ra3eThl, Negarormyeckue U3gaHus u gpyrue).
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UHdopmaunoHHble cTeHAabI

Ha nHdopMaLMOoHHbIX cTeHgax B 0bLeobpasoBaTefibHbIX OpraHM3auymsx, pacrnosioKeHHbIX B doiie
yypexaeHuin n B KabWHeTax, OCHALLEHHbIX MNepcoHanbHbIMU YCTPOMCTBaMM AONs Bbixoda B CeTb
"MIHTepHeT", pekoMeHayeTcs pa3MecTUTb MHPOPMALMOHHbIE NaMsATKW, codep)Kallue OCHOBHbIE COBEThI
no obecneyeHnto MHhopMaLMOHHON 6e30MacHOCTM yYaLLMXCS.

B npunoxeHun N 1 K MeTOAMYECKMM pEKOMeHZauusiM npencraBneH obpasel namMaTku and
pasMeLleHns Ha MHPOPMaLIMOHHBLIX CTEHAAX.

CpeacTtBa MaccoBow nHcopmauumn

B cpenctBax MaccoBOV MHGOPMaLWUM, OPUEHTUMPOBaHHbLIX Ha 0ByYaloLMXcsl, pekoMeHOyeTcs B
TeyeHne y4yeGHOrO roda perynsipHo nyGnMkoBaTb MHGOPMaUMOHHbIE MaTepuarsbl, MNOCBSILEHHbIE
OTAEesNbHbIM acnekTam MHOPMAaLMOHHOW ©e3onacHoCTU, a Takke pasfuyHble MaMaTku obLliero
Xapakrepa.

B cpenctBax maccoBow MHGOpMaLUKN, OPUEHTUMPOBAHHBLIX HA Medarormyeckyto ObLLEeCTBEHHOCTb,
pekoMeHOyeTCsl B TEYEHUE KaneH4apHOoro roga perynspHo nybnvkoBaTb MHOPMAaLMOHHbIE MaTepuransl,
NOCBSILLEHHbIE OTAENbHBIM acnekTaMm MHPOPMALIMOHHOM 6e30MacHOCTU Kak HECOBEPLLEHHOMNETHUX, TaK U1
o6Leobpa3oBaTenbHbIX OpraHM3auni, a Takke pasnuyHble NamsiTkn, 0630pbl HOPMAaTMBHO-NPaBOBOrO
perynupoBaHusa AaHHow cdepbl U MHAOPMAaLMIO O akTyalnbHbIX MEPOMNPUATUSIX U CODbITUMSAX B LAHHON

cepe.

B xope nposegeHus EpumHOro ypoka no 6esonacHoctn B cetn "WHTepHeT" pekomeHayeTcs
obecneuntb BbINYCK TemaTM4eCcKoro BbiMycka CpeacTBa MaccoBoW WHdopmaumm nmbo cepum
nybnvkauui, cpegu KOTOpbIX PacCMOTpPeTb OpraHWM3OBaHHble MeponpuaATUS And obydarowmxcs, ux
poauTenen (3akoHHbIX NpeacTaBuTenen) u negarorm4eckon obLLEeCTBEHHOCTH.

OdmumanbHble UHTEpHET-pecypcebl

O6weobpasoBaTenbHbIM OpraHM3auusaM peKkoMeHOyeTCa Ha CBouX oduumanbHbiX WHTepHeT-
pecypcax obecneunTb YHKLMOHMPOBAHNME CaMOCTOATENBHOIO W Crneuvanu3vpoBaHHOro pasgena
"MIHbopMaLmoHHasa ©6e3onacHOCTb", B pamkax KOTOpOro npeaycMOTpeTb pasMeLleHVe crieaytoLen
WHpopmaunn:

N Pasgen/nogpasgen | ®opmat npeacraBneHus CopgeprxaHvne maTepuanos
mMaTepuanos
1. |JlokanbHble Konuun 0oKymMeHTOB B Pa3meLyatoTcst KONUKM JOKYMEHTOB, T.€.
HOpMaTMBHbIE akTbl B | opmaTte *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYHOLUIA TpeBOBaHNAM K
NHGOPMALIMOHHOMN napameTpaM CKaHMpPOBaHUS.
6e3onacHocTn Pa3meLuatoTcs JOKYMEHT,
obyyvaromxcs pernaMeHTUpylLne opraHM3aumio u
paboTy C NnepcoHanbHbLIMN AaHHBIMMU,
nnaHbl MeponpusaTHi No obecneveHmo
MHGOPMaLMOHHON Ge3onacHoCTH
oby4yatoLmxca u gpyrue.
2. |HopmatusHoe Konuu 0oKyMeHTOB B MybnukyoTcsa akTyanbHble CBEAEHMS O
perynvpoBaHve dopmaTte *PDF degepanbHbIX U perMoHarnbHbIX 3aKOHaXx,
nMcbMax OpraHoB BNacTu u gpyrue
HOPMaTUBHO-MPABOBLIE JOKYMEHTHI,
pernamMeHTupyloLmne obecneyeHme
MHGOPMaLMOHHON Ge3onacHoCTH
HecoBepLUeHHOoNeTHMX. [lonyckaeTcs
BMECTO KOMUIN pasmellaTtb rnepcehInki Ha
COOTBETCTBYIOLUME AOKYMEHTbI Ha canTax
OpraHoB rocyfapCcTBEHHOW BNacTu.
3. lNeparornyecknm TekcT Ha cTpaHuue Pasmewjatotcs metognyeckme




paboTHMKam caunTta pekoMeHaaumn 1 ykasbiBaeTcs

Konun gokymeHTOB B WHpopMaLms O MeEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF W NnporpaMmmax, HarnpaBneHHbIX Ha
NoBbILLIEHNE UH(OPMALIMOHHON
rPaMOTHOCTM NeJarornyecknx paboTHMKOB.

4. | Obyvarowmmcs TekcT Ha cTpaHuue Pasmellaetca nigpopmarmoHHas namaTka
camnTa (npunoxeHune N 2) n ykasbiBaeTcs
WHpopMaLmst O MeEpPONPUATUSIX, MPOEKTax
W nporpaMmmax, HanpaBfieHHbIX Ha
NoBbILLIEHNE UH(OPMALIMOHHON
rpamMoTHOCTM OBy4atoLLUXCS.

5. |Pogutensam (3akoHHbIM | TEKCT Ha CTpaHuLe Pa3mellaeTcsa nHgopmaumoHHas naMmaTka
npeacraBuTeNsaMm) camnTa (npunoxenue N 3).
obyuatowmxcs

6. |[Hetckne 6esonacHble | TeKCT Ha cTpaHuLe Pasmeluaetca nHgopmauus o
canTbl canTta peKoOMeHAyeMbIX K UCMONb30BaHNIO B

y4eGHOM npouecce Ge3onacHbix canTax,
GaHHepbl 6e30MacHbIX AEeTCKUX CalATOoB.

OpraHam, ocCyLlecTBSALWMM YyrnpaBneHne B cdepe obpa3oBaHMsA, pPeKOMeHOyeTCs Ha CBOWX
ouumanbHbix  NHTepHeT-pecypcax  obecneuntb  (PYHKUMOHMPOBAHME  CaMOCTOATENbHOTO U
cneumanunsnpoBaHHoro pasgena "MHdopmaumnoHHas 6e3onacHOCTL", B pamKax KOTOpOro npeaycMoTpeTb
pasmMeLleHve criegytoLien nHpopmauum:

Mpunoxexne N 1

NAMATKA 5 5
anda oby4vyAloLwmMxca o UH®OPMALMOHHOU BE3OMNACHOCTU OETEU

HENb3A

1. Bcem nogpsag coobaTh CBOK YACTHYK MHGOPMAaLMIO (HacTodawme uMs, amunuio, TenedoH,
agpec, HoMep LLKOfbI, a Takke poTorpacdum CBOM, CBOEN CeEMbMU U Apy3en);

2. OTKprBaTb BJTOXXEHHbIE d)aVIJ'IbI SJ'IeKTPOHHOIZ NOYThl, KOraa He 3Haellb OTnpaBUTENA;
3. FDY6MTb, npnanpaTbcAd, OKa3blBaTb AaBlieHNE - BECTU cebsi HeBeXnuBeo u arpeccuBHO;

4. He pacnopspkaiicss geHbramy TBOeW ceMbi 06e3 paspelleHust CTapluux - Bcerga cnpawmBan
poautenen;

5. He BcTpeuanca ¢ WHTepHeT-3HakoMbIMW B peanbHOW >XMU3HU - MOCOBETYWCSH CO B3POCIbIM,
KOTOpPOMY J0OBepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YuTtaews o cebe Henpaedy B MHTepHeTe - coobluy o6 3TOM CBOUM
poauTENAM UMK ONEKyHaM,;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHMBAaTLCH - NMPOBEPb, HET NN NOOBOXA;
3. HesakoHHoOe konunpoBaHue ¢arinos B IHTepHeTE - BOPOBCTBO;
4. Bcerga pacckasbiBai B3pocnbiM 0 npobriemax B CETU - OHW BCeraa nomoryr;

5. Ncnonb3yn HacTponkn 6e30nacHOCTU U NMPUBATHOCTM, YTOObI HE MOTEPSATb CBOWM aKKayHTbl B



couceTax n Apyrmx nopranax.

MOXHO
1. YBaxaw gpyrux nonb3oBaTeneu;
2. MNonb3yelbca VHTEpHET-UCTOYHUKOM - ienan CCbIfKY Ha Hero;
3. OTKpbIBaW TONBKO TE CChISIKW, B KOTOPbIX YBEPEH;

4. O6wartbca 3a NOMOLLLI0 B3POCMbIM - poauTenu, OnekyHbl M agMUMHUCTpaUuMs CaviToB Bcerga
NOMOryT;

5. Mponan oby4yeHune Ha cante "CeTeBMYOK" 1 NONy4M NacnopT LMPOBOro rpaxgaHnHal

Mpunoxexune N 2

MHOPOPMALIMOHHAA NAMATKA
AnsA ObYYAKOLLKUXCA OANnA PASMELLEHNA
HA OOULUNAIBbHBLIX MHTEPHET-PECYPCAX

C kaxablM rogoM MOJOAEXN B MHTEPHETE CTAHOBUTLCS Oonblue, a LIKOMbHUKN OOHM M3 CaMbiX
aKTMBHbIX nonb3oBaTtenen PyHeta. Mexagy TemM, MOMMMO OFPOMHOrO KOMMYecTBa BO3MOXHOCTEWN,
WHTEPHET HeceT u Npobnembl. ITa NamATka JOMKHA NomMoYb Tebe 6e3onacHO HaXOAUTLCS B CETH.

KOMI'IbI-OTeprIe BUPYCbI

KoMnbloTepHBbI BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbLIX MPOrpamMmM, OTINYUTENbHOM
0COBGEHHOCTLIO KOTOPOW SIBNSIETCS CNOCOBHOCTL K pa3aMHOXeHM0. B gononHeHne kK aTomy, BUPYCbl MOTYT
NOBPEAUTb MINN MOMHOCTBIO YHUUTOXWUTL BCe haiinbl M AaHHble, NMOAKOHTPONbHbIE MOMb30BaTEN, OT
UMeHM KOoToporo Gbina 3anylleHa 3apaxeHHas nporpamma, a Takke NoBpeauTb UMK Aaxe YHUHTOXWUTb
OMepaLMoHHY0 CUCTEMY CO BceMu harnamu B LernoMm. B GonbluMHCTBE CryyYaeB pacrnpoCTpaHsitoTCs
BMPYCbI Yepe3 UHTEPHET.

MeToqbl 3aWmnTbl OT BPEeAOHOCHbIX nporpamMmm:

1. Vicnonb3yi coBpeMEHHbIE OMNepPaLMOHHbIE CUCTEMbI, UMEILLME CEPbE3HbIV YPOBEHb 3alUUThbl OT
BPEAOHOCHLIX Nporpamm;

2. TlocTtosiHHO ycTaHaBnuBa nayTnm (undppoBble 3annaTtky, KOTOpble aBTOMaTUYECKU
yCTaHaBMNMBaKTCA C Uenbto gopaboTkM nporpammbl) U gpyrme OOHOBMEHMS CBOEN OnepauuoHHOM
cuctembl. CkaumBanm Mx TONbko C oduumanbHoro camta paspabotumka OC. Ecnu cywectByeT pexum
aBTOMaTU4YeCcKoro o6HOBMNEHUS, BKIOYN €rO;

3. PaBoTain Ha cBOEM KOMMbIOTEpe nof npaBaMu Mofb3oBaTens, a He agMUHUcTparTopa. ATo He
No3BONUT GOMbLUMHCTBY BPEOOHOCHBLIX MPOrPamMM MHCTannMPoOBaTbCA Ha TBOEM MepcoHanbHOM
KOMIMbIOTEpE;

4. Vcnonb3yh aHTUBMPYCHblE MporpamMMHbIe MPOAYKTbI  W3BECTHbLIX MNpousBoguTenen, c
aBTOMaTnyeckum obHoBrneHnem 6as;

5. OrpaHuyb pr3nyeckuii 4OCTYN K KOMMbIOTEPY ANA NOCTOPOHHUX NNLL;

6. Vcnonb3yih BHelWwHWE HOCUTENWM WHQOPMauUUKW, Takme Kak drewka, AMCK unuv dann u3s
WHTEpHEeTAa, TONbKO U3 NPOBEPEHHbLIX MCTOYHWUKOB;

7. He oTkpbiBalh koMmnbloTepHble hainbl, NOMyYeHHble U3 HeHaOeXHbIX WUCTOYHMKOB. [axe Te
annbl, KOTOpbIE NpUcnan TBON 3HAKOMbIN. Jlydllie YTOYHM y HEro, OTNPAaBAN NN OH Tebe uX.

Cetn WI-FI



Wi-Fi - aTo He BuA nepedayvm LaHHbIX, HE TEXHONOrMs, a Bcero nuwb 6peHn, mapka. Ewe B 1991
rogy HugepnaHgckas KomnaHus 3apeructpupoBana 6peng "WECA", yto 0603Ha4ano crnoBocodeTaHme
"Wireless Fidelity", koTopbIlt nepeBoguTCs Kak "6ecrnpoBogHast TOMHOCTL".

Ho Hawero BpemeHun powrna gpyrass abbpeBmnatypa, koTopas sIBNAETCA TakOW e TEXHOMOrnen.
310 abbpesuatypa "Wi-Fi". Takoe HasBaHue ObINO [aHO C HAMEKOM Ha CTaHAApT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4yto B nepeBoae o3Ha4vaeT "Bbicokasi TOUHOCTL".

[a, 6ecnnatHbll WHTEPHET-JOCTYN B kKade, OTensx W aspornopTax HABMAAETCS OTNUYHOMN
BO3MOXHOCTbIO BbIXxOAa B MHTEpHET. Ho MHormne akcnepThl cuuTaloT, 4YTo obwepoctynHele Wi-Fi cetn He
ABNAOTCA 6e30MacHbIMU.

CoBeTbl N0 6e3onacHocTM paboTbl B 06LWeA0CTyNHbIX ceTax Wi-fi;

1. He nepenaBan cBowo nuyHyto nHgopmaumio yepes obwenoctynHole Wi-Fi cetn. PaboTasa B Hux,
XenaTtesnbHO He BBOOUTb MNaponiv AOCTYNa, NOrMHbI N Kakne-To HoMepa;

2. Wcnonb3yn un O0OGHOBNS aHTUMBMPYCHble nporpaMmbl U GpaHgmayep. TeM camMbiM  Thbl
obesonacuwb cebs OT 3akadkm BUpYca Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonbsosaHmn Wi-Fi otkntoun doyHkumio "O6wmn goctyn K hannam v npuHtepam”. JaHHas
yHKUMSA 3aKpblTa MO YMOMYaHWIO, OQHAKO HEKOTopble MOoNb3oBaTenu akTUBUpYOT ee Ans ygobctea
ucnonb3oBaHusa B pabote nnu yyebe;

4. He wncnonb3yn nybnuuHbin WI-FI gns nepegadnm nNU4YHbIX OaHHbLIX, HAnpuMep ANns Bbixoga B
coumarnbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awumiieHHoe coeanHeHne vyeped HTTPS, a He HTTP, 1.e. npu Habope Be6-
agpeca BBoAN UmeHHo "https://";

6. B mobunbHoMm TenedoHe oTkmtoum dyHkumo "lMogkntoveHne k Wi-Fi aBTomatuyeckn”. He
Jornyckan aBToMmaTU4ECKOro nogknoyeHusa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumanbHble cCeTM aKTMBHO BXOAAT B Hally >XW3Hb, MHOrMe mnogn paboTalT U XMBYT Tam
nocTosiHHO, a B Facebook yxe 3apernctpvpoBaH MWMNMapA YerioBek, YTO SABMNSETCS OOHOW CeAbMOMN
BCeX Xuteneun nnaHetbl. MHOrMe nonb3oBaTeny He NOHUMALNT, YTO MHAOPMaLMS, pa3MeLLeHHas UMK B
coumanbHbIX CETAX, MOXeT ObITb HangeHa U UCMONb30BaHa kem YyrogHo, B TOM Yncne He obsasaTenbHo ¢
Bnarmmmn HamepeHuaMuN.

OcHoBHble coBeTbl N0 6e30NacHOCTU B coLuarnbHbIX CETSAX:
1. OrpaHuyb cnncok apysen. Y Tebs B Apy3bsaX HE AOMKHO ObITb CRy4YanHbIX U HE3HAKOMbIX NIOAEN;

2. 3awmwan CBOK YacTHYK Xu3Hb. He ykasbiBar naponu, TenedoHbl, agpeca, Aaty TBOEro
POXAEHUSA N OPYTYIO NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHMKN MOTYT MCMOMb30BaTh Aaxe NHopMaumio
0 TOM, KaK Tbl U1 TBOM POAUTENN MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awmiari cBoO penyTauuio - AepXu ee B YNCTOTe U 3afaBaii cebe Bonpoc: XoTen Gbl Tbl, YTOObI
Apyrue nonb3oBaTenu BUOenu, YTo Thbl 3arpyxaelb? lMogymaii, npexae 4YeM YTO-TO OnyGnukosaTb,
HanucaTb U 3arpyauThb;

4. Ecnn Tbl roeopuvb C IOAbMMU, KOTOPbIX HE 3Haellb, He WUCMONb3yh CBOE pearnbHoe UMS U
APYryI0 NMUYHYI0 MHpOPMALMK: UMSA, MECTO XUTENbCTBA, MecTo y4ebbl 1 npoyee;

5. WN3beran pasmelleHusi cotorpacdmii B NHTepHeTe, roe Tbl M300paxeH Ha MECTHOCTWU, Mo
KOTOPOW MOXHO OnpeaenuTb TBOE MECTOMOMNOXEHNE;

6. lNpun peructpaumMm B coumanbHOM ceTu HeobxooMMO MCMONb30BaThb CrOXHbLIE MNaponw,
cocTosLme u3 6yks 1 LMPP U C KONNYECTBOM 3HAKOB HEe MeHee 8;

7. Ans coumanbHOM CeTU, NOYThbl U APYrUX CaMTOB HeOoBXOAMMO MCMOMb30BaTb pasHble Napornu.
Torga ecnv Te6s B3NOMaloT, TO 310YMbILLIIEHHMKIM NOMyYaT AOCTYN TOMbLKO K OAHOMY MECTY, a He BO BCe
cpasy.



3neKTp0|-|Hb|e AeHbrun

3]'IEKTp0HHbIe AOEHbIN - 3TO O4YEHb WJ,OGHbIIZ cnocob nnarexemn, ogHako CylecCTBYOT MOLUEHHUKHN,
KOTOpPbI€ XOTAT NOJNMYYNUTb 3TN OEHbIN.

3]'IEKTp0HHbIe AEeHbIn NoABUITNCb COBCEM HEQABHO M MMEHHO M3-3a 3TON0 BO MHOIMMX rocygapcreax
00 CUX NMop He nNpornncaHo npo HMX B 3akKOHax.

B Poccumn xe OHU (PYHKUMOHMPYIOT U O HUX YKe MPOMMCaHO B 3aKOHe, rae WX pasgensior Ha
HECKOMbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO @aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspellaetcs npoBoauTb onepaunn 6e3 uaeHTUdMKauuym nonb3oBaTens, a B HEaHOHUMHbIX
naeHTudurkaums nonb3osaTtens AsnseTcs obs3aTensHON.

Takke cnegyeTt pasnuyaTtb 3NEKTPOHHbIE hraTHbIE AeHbIM (PaBHbI FOCYAAPCTBEHHbIM BanoTam) 1
3MNEeKTPOHHbIE HednaTHbIe AeHbIN (HE paBHbl FOCY4AapCTBEHHBIM BanoTaMm).

OcHoBHble coBeTbI N0 6e3onacHomn pa60Te C 3J1EKTPOHHbIMW OEeHbramu:

1. MpuBsKM K cHETY MOBUNBHLIV TenedoH. 3To cambivi yAoOHbIN 1 BLICTPBIN CNOco6 BOCCTaHOBUTL
pocTtyn Kk cyeTy. [MpuBA3aHHbIN TenedoH MOMOXeT, ecnu 3abydellb CBOW NMATEXHbIA Napofb WUnn
3anjellb Ha canT C HE3HAKOMOro YCTPOWCTBA;

2. Vicnonb3yi ogHopa3soBble naposnu. [ocne nepexoda Ha yCUIIEHHYO aBTopu3aumio Tebe yxe He
GydeT yrpoxaTtb OMacHOCTb KpaXu UMK nepexsarta NnaTexHoro napons;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6ydeT He MpoOCTO yragaTb CRAOXHbLIA Naporb.
HagexHble naponu - 370 Naponu, KoTopble cogepXaTt He MeHee 8 3HaKOB W BKIYalT B Ce0SA CTPOYHble
W nponucHble OykBbl, LUMPbI W HECKONMbKO CMMBOSIOB, TakMe Kak 3Hak gJonnapa, QyHTa,
BOCKNULUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NUYHbIE JaHHbIE HA canTax, KOTOPbIM HE OOBEpAELb.
aneKTpOHHaﬂ noyTa

aﬂeKTPOHHaH no4yta - 3TO TEexXHOsIorma wun npegocrtaBndemMble €K yCryrm no nepecbuyike u
NONYyYEHUI0 3NEKTPOHHbIX coobueHun, KOTOpble pacnpeaendrTcda B KOMﬂbPOTepHOVI cetn. OBbIYHO
SﬂeKTpOHHbIVI NOYTOBLIA AWK BbIrMNAAUT cneagyoowmm o6pa30M: VIMFI_I'IOJ'Ib3OBaTeJ'IF|@VIMFI_AOMeHa.
Takke KpomMe nepenadnm npocTtoro TekCcta, MMeeTCcA BO3MOXHOCTb nepenaBaTb (baﬁ]'lbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOM NOYTOM:

1. Hago BbibpaTb npaBWibHbIAN MOYTOBLIN CepBUC. B uHTEpHeTe ecTb OrpomHbIN BbIGOP
HecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Myylle A0BEPHATb TEM, KOro 3HaELLb U KTO NepBbli B PEUTUHTE;

2. He ykasbiBal B NWYHOW MoYTe §nWYHYO WHopmaumio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIi_daHaTt@" unu "pok2013" BmecTo "temal3";

3. Wcnonb3yn AByxaTanHyl asTopu3auuio. ITO Korda MOMMMO Mapons HY)XHO BBOAUTb Kop,
npuceinaemsin no SMS;

4. Bblbepn cnoxHbli naponb. NS KaXgoro MoYTOBOro sliMka AOMMKEH OblTb CBOW HaAdeXHbIN,
YCTONYMBBLIN K B3NIOMY Naponb;

5. Ecnn ecTb BO3MOXHOCTb HanncaTb CamoMy CBOM JTIMYHbINA BOMPOC, UCMOMb3YyN 3Ty BO3MOXHOCTb;

6. Mcnonb3yn HecKOoMnbKO MOYTOBLIX AWMKOB. [lepBbli ANs 4acTHOM Mepenucku ¢ agpecartamu,
KOTOpPbIM Tbl [OBepsielb. OTO SMEKTPOHHbIA agpec He Haao WCMNofb3oBaTb MNMPWU perncTpaumm Ha
dopymax n cantax;

7. He oTkpbIBan chanbl 1 gpyrue BrOXeHUa B NMCbMax, Aaxke eCnNu OHW NPULLIAN OT TBOUX OpY3€eN.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHu Tebe atu dannsi;

8. lNMocne oOKoH4YaHWSA paboTbl Ha MOYTOBOM CeEpPBMCE Nepeq 3aKpbITUEM BKMNagkM C CalTOM He
3abyab HaxaTb Ha "BeiiTn".



KnbepOynnuHr unu BuptyanbHoe usaeBatenibCTBO

KnGepOynnuHr - npecrnenoBaHWe COOOLLEHWSIMK, COAEPXKAaLUMMU OCKOPGIEHUS, arpeccuio,
3anyrvBaHue; XynuraHcTBo; coumaribHoe GOMKOTMPOBaHME C NMOMOLLBH PasnnYHbIX MHTEPHET-CePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocarica B 6on. Jlyywmit cnocob: nocoBeToBaTbCA Kak cebs BECTU U, eCnn HET TOro, K KOMY
MOXHO 00OpaTuTbCsi, TO BHadane YycnokouTbcs. Ecnu Tbl HayHewb oTBe4YaTb OCKOpPONeHMsMM Ha
ocKkopbneHnst, To TOMbKO elle Gorblue pasoxkeLllb KOHINKT;

2. YnpaBnsan cBoen knbeppenyTtauuen;

3. AHOHMMHOCTb B ceTu MHumas. CylecTBYHOT Cnocobbl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
aKKayHTOM;

4. He cTouT BecTM XynuraHckmi obpas BupTyanbHOW XWU3HW. VIHTepHeT dumkcnpyeT Bce TBOM
OEVNCTBUA U coxpaHsaieT nx. Yaanutb nx 0yaeT KparHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BMPTYyanbHYH YeCTb CMONOAY;

6. WrHopupyn eguHu4HbIn HeratvB. OpgHOpa3oBble OCKOpPOWTENbHbIE COOOLIEHNs nydlle
urHopuposaTtb. OBbI4HO arpeccus NpekpallaeTcs Ha HavYanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHUAMU, B COLMANbHbIX CETHX
€CTb BO3MOXXHOCTb GFTOKMPOBKM OTNpaBKu COOBLLEHUI C onpederneHHbIX aapecos;

8. Ecnu Tbl cBugeTenb knbepGynnuHra. TBou AeiCTBUS: BbICTYNUTL MPOTUB MNpecriegoBatens,
nokasaTb €My, YTO €ro [AelCTBMS OLIeHMBAIOTCH HEraTMBHO, MOAAEPXKaTb XKepPTBY, KOTOPOW HyxHa
McMxorornyeckasi noMoLLb, COOBLUMTE B3pOCTbIM O (hakTe arpecCUBHOIO NOBeAEHUs! B CETU.

MoO6unbHbIN TenegoH

CoBpeMeHHble CMapTgOHbl U MnaHLWeTbl codepxaT B cebe BMofiHe B3POCIbIi yHKUMOHAN, U
Tenepb OHWM MOTYT KOHKYpPUPOBaTb CO CTaUMOHapHbIMK KoMrbloTepamu. OgHako, cpedcTB 3aluuTbl ANs
NoAoGHbIX YCTPOMCTB MoKa o4eHb Mano. TecTpoBaHue M NMOoUCK YsI3BUMOCTEN B HUX MPOUCXOOUT He Tak
MHTEeHCKBHO, kak Ans MK, To e camoe KacaeTcsi U MOBMIbHBIX MPUIOXEHWIA.

CoBpeMeHHble MOOUIbHbIE Bpays3epbl ye NPaKTUYecKn OOrHanM HacToflbHble aHanoru, O4HakKo
pacwmpeHne yHKLMOHana BrneyeT 3a cobor 60MbLUyH CAOXHOCTb U MEHbLUYH 3aLUNLLIEHHOCTb.

[aneko He Bce npon3BoaANTENTN BbIMYCKalOT 0OHOBNEHNS, 3aKpbiBawwne Kputn4yeckme ya3smmoCcTu
ana cBonx YCTpOIZCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNBHOro TenedgoHa:

Huyero He sBnsieTcs no-HacTosiwemy OGecnnatHbiM. Byab ocTopoxeH, Bedb korda Tebe
npeanaratoT 6ecnnaTHbl KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAKMe-TO NaTHbIe YCNyru;

Oyman, npexpe 4Yem otnpaBuTb SMS, cdoTo unmu Buageo. Thl TOYHO 3HaelWb, rOe OHW OyayT B
KOHEYHOM uTore?

Heo6xoavmo 06HOBMSITb ONEepaLMoHHY0 CUCTEMY TBOETO CMapTOHa;
Wcnonb3yit aHTMBUPYCHbIE NPOrpamMMbl 41151 MOBUITbHBIX TeNedOoHOB;

He 3arpyxai NpunoxeHns oT HEU3BECTHOrO UCTOYHMKA, BEb OHU MOTYT COAepXaTb BpeOdoHOCHOe
nporpaMMHoe obecneyeHue;

Mocne TOro kak Thl BblelWb C canWTa, rAe BBOAWN MUYHYKO MHAOPMaUUIo, 3ainan B HaCTPOWKU
Opaysepa u yganu cookies;

Mepuoanyecky NpoBepsiv, kKakne NraTHble YCIyry akTUBMPOBaHbI HA TBOEM HOMEPE;



[aBaii cBoii HOMep MOOWUMBLHOrO Terned)oHa TOMbKO MOOSAM, KOTOPbIX Thl 3Haellb W KOMY
JAoBepsieLUb;

Bluetooth nomkeH BbITb BbIKNIOYEH, KOraa Tbl UM He nonb3ayellbes. He 3abbiBait nHorga npoBepsaTh
aTo.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBalollMe pasBriedyeHusi, obbeauHsiowme
COTHU ThbICSY YenoBeK MO BCEMY MUPY. Vrpoku MccneayoT AaHHbBIA UM MUp, o6LLaTcs Apyr ¢ APYroM,
BbIMOJHSIOT 3a[aHusl, CPaXarTCs C MOHCTPaMM M MONy4yalT OnbiT. 3a YAOBOSILCTBME OHW MNATAT:
MOKynatT ANUCK, onflaynBaoT aboHEMEHT UK NpMoBpeTaloT Kakue-To onuuu.

Bce aTu cpefcTtBa mayT Ha MOAAEPXKaHUE U pasBUTUE WUIPbl, a Takke Ha camy 6e30macHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3auMK, BbIMYCKAlOTCA HOBble NaTyu (UMDPOBLbIE 3annaTky Ans
nporpaMm), 3aKpbIBatoTCS YS3BUMOCTY CEPBEPOB.

B nogoGHbIx urpax CTouT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro
napond, Ha KOTOpOM OCHOBaHa cunctema aBTopusaunmn OonbLUMHCTBA urp.

OcCHoBHble coBeTbI N0 6e30NacHOCTM TBOETO UrpoBOIro akKkayHTa:

1. Ecnn gpyron urpok Beget cebsa nnoxo unu cosgaeT Tebe HenpuaTHOCTKU, 3abrokvMpymn ero B
CMNCKE NrPOKOB;

2. I'Io>+<any|7|c:ﬂ agMUHUCTpaTtopam WUrpbl Ha nNrioxoe noBegeHmne 3TOro Wrpoka, xenateribHO
NPUNOXNTb Kakne-To AoKa3aTesibCTBa B BUOE CKPUHOB;

3. He ykasbiBan nnuHyto nHdopmaumio B npodanne urpb;
4. YBaxaw gpyrux y4acTHUKOB MO urpe;

5. He yctaHaBnuBan HeoduumanbHble naTtyn u Moabl;

6. Vicnonb3yi CNoxHble U pasHble naponu;

7. Naxe BO BpeMs Urpbl He CTOUT OTKMOYaTb aHTUBMPYC. [Moka Tbl urpaelb, TBOW KOMMbIOTEP
MOryT 3apasuTb.

DULWKHT nnun KpaXxa NIN4YHbIX AaHHbIX

OO6bIYHOWM KpaXkel AeHer M OOKYMEHTOB CEroAHsl YXXe HMKOro He yAMBULb, HO C pasBUTUEM
WHTEPHET-TEXHONOMMIA  3MOYMBILLNEHHUKN MEPEMECTUNIUCL B WHTEPHET, U MNPOAOIKAOT 3aHUMMAaTbCS
"NodUMbIM" genom.

Tak nosiBMnacb HoBas yrpo3a: MHTEPHET-MOLUEHHMYECTBA MM (OULLIMHT, FMaBHas Lenb KOTOPOro
COCTOMT B MOMyYeHUn KOHMMAEHUWanNbHbIX [aHHbIX MOfb3oBaTenen - forMHOB W naponen. Ha
aHrnuickom sA3bike phishing untaetca kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbI No 60pbbe ¢ PULLIMHIOM:

1. Cnepgm 3a cBoMM akkayHToM. Ecnv Tbl nogospeBaellb, YTO TBOSI aHkeTa Oblna B3nomaHa, To
HeobxoaMMOo 3abrIoKMpoBaTh €e U COOOLLMTL agMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|CI'IOJ'Ib3y17I Ge3onacHble Beb-calTbl, B TOM 4ncre, WHTEPHET-MarasmHoB N NMOUCKOBbLIX CUCTEM;

3. Wcnonb3yih cnoxHble M pasHble naponu. TakuMm o6pasoMm, ecnu Tebs B3nomalrT, To
3MOYMBILLMIEHHVKM MOMNyYaT AOCTYM TOMbKO K OAHOMY TBOEMY Mpodunio B CETH, a He KO BCEM,;

4. Ecnn Tebsa B3nomanu, TO Heobxoammo npeaynpeaontb BCeX CBOUX 3HAKOMbIX, KOTOpPbIe
nob6aeneHbl Yy Tebs B Opy3baAX, O TOM, 4TO Teba B3noManu 1, BO3MOXHO, OT TBOEro MMEHM 6yp,eT
paccbinaTbCA cnam 1 CCbISTIKN Ha q3VILIJVIHFOBbIe canTbl;

5. YcTtaHoBu HagexHbI naporb (PIN) Ha MoOBunbHbIN TenedoH;



6. OTKMIOUM coxpaHeHue napons B 6paysepe;

7. He oTkpbIBan chanbl n gpyrue BrOXeEHUa B NMCbMax, AaxXe eCnNu OHW NPULLIAN OT TBOUX OpPY3€eN.
Jlydwe yTouHn y HUX, oTNpaBnsanu nm oHu Tebe atu dannsbl.

LUudpoBas penytaums

LincdppoBaa penytaums - 3TO HeraTuBHasi WnNu NO3UTUBHAs WHGoOpmauuss B cetu o Tebe.
KomnpomeTupylowas wuHdopmaumnsa, pasmMelleHHas B UHTEpHeTe, MOXeT cepbe3HbiM 06pa3om
OTpPasnTbCs Ha TBOEW pearnbHOM Xu3HW. "LnudpoBas penyTtauma" - 3T0 TBOW MMWOXK, KOTOPbIA
dopmumpyeTcsa n3 uHcdopmaumm o Tede B MHTEPHETE.

TBOE MECTO XWTEnbCTBa, yqe6b|, TBOE (*)VIHaHCOBOG nonoxeHne, 0coBeHHOCTU Xapakrtepa u
pacckasbl O ONn3KMx - BCe 9TO HaKanMBaeTcs B CETU.

MHorne nogpoCcTkM NErkoMbICIIEHHO OTHOCATCA K Ny6nukaumm nuyHon uHdgopmauum B NHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCNeACTBMIA. Thbl AaXe He CMOXelb AoragatbCs O TOM, 4YTo dpoTorpadus,
pa3melleHHas 5 neT Hasagd, cTana NpUYNHOM OTKasa NpPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBomx dotorpacduin n apyrme OewcTBUMA MOMYT HE UCHE3HYTb Oaxe
nocne TOro, Kak Tbl MX yAanuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty MHgopMauumio, nonana fv oHa B
MOMCKOBbIE CUCTEMbI M COXpaHUnacb Ny OHa, a rnaBHOEe: 4YTO noaymarT O Tebe okpyxatowwme nau,
KOTOpble HangyT v yBUAAT 3T0. Hantn nHdopmaumio MHOro neT cnycTs CMoXeT ftobown - kak u3 obpbix
nobyxaeHun, Tak n ¢ HamepeHneM NPUYMHUTL Bpeq. OTO MOXET ObITb KTO YrogHo.

OCHOBHble COBETbI MO 3alUMTe LMGPOBOI penyTauuu:

1. Moayman, npexae 4Yem yTO-TO NybnmkoBaTb U NepegasaTb y ceba B 6rnore wunu B coumanbHON
cety;

2. B HacTporkax npoduns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npoduns u ero
CoAepXnmMoro, caenan ero Tonbko "aAnga apysen”;

3. He pasmewan n He ykasbiBanh MHGPOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb unu
obmxaTb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKN - aKTUBHbI€ MNMoJfib3oBaTenmn LlM(prBOFO NpoCTpaHCTBa. OpHako ganeko
HEe BCe 3HaloT, YTO NoJib3oBaHMEe MHOI’MMU BO3MOXXHOCTAMM Ll,M(prBOI'O Mupa Tpe6yeT cobntogeHus npas
Ha UHTEeNnNeKTyaribHy CcobCTBEHHOCTb.

TepMuH "wHTennekTyaneHas cO6CTBEHHOCTL" OTHOCMTCS K pasnnyHbiM TBOPEHUAM YeroBeYecKoro
yMa, Ha4yMHas C HOBbIX M306peTeHnn 1 3HakoB, 0B03HavaLWmnX COBCTBEHHOCTb Ha NPOAYKTHI U YCIyru, u
3aKkaH4mBas kHuramm, dotorpadumammn, KWHOMUNbEMaMu U My3blKanbHbIMU NPOU3BEAEHUAMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHYyl COBCTBEHHOCTb Ha MPOU3BEAEHUS HayKw,
nuTepaTypbl M MCKyccTBa. ABTOPCKME MNpaBa BbICTyNalwT B KaydecTBe rapaHTUM TOro, 4TO
WHTENNeKTyanbHbIi/TBOPYECKMiA Tpya asTopa He OydeT HampacHbiM, [acT emy crpaBeanvBble
BO3MOXHOCTU 3apaboTaTb Ha pesynibTaTax CBOEro Tpyaa, MoSlyYnTb M3BECTHOCTb M MpusHaHue. HukTo
6e3 paspelleHnsi aBTopa He MOXET BOCMPOU3BOAWUTL €ro MPOU3BEAEHUE, PacrpoCTPaHsiTb, MyGrMYHO
AEeMOHCTpUpOBaTb, MpoAaBaTtb, WMMOPTMPOBATb, MyckaTb B  MpoKaT, MNybrMYHO  UCMOMHSATH,
nokasblBaTb/UCMNONHATL B adunpe unm pasmewatb B MIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmMHoOro obecneyeHns MoxeT npnBeCcTn K MHOTrMM pUCKam: OT
noTepun OaHHbIX K TBOUM akkayHTam OO 6J'IOKVI[L)OBKVI TBOEro yCTpOVICTBa, roe yctaHoBlieHa HenerarnbHas
nporpamma. He crtout Takke 3abbiBaTb, 4TO CyWeCTBYKOT neralnbHble U OecnnaTHble nporpamMmmbl,
KOTOpPble MOXHO HanTW B CETMW.

O noprtane
CeTeBUYOK.pd - TBOW rMaBHbIN COBETUYUK B CETU. 34eCb Thl MOXeELLb Y3HaTb 0 6e30nacHOCTM B ceTU

NOHATHbIM N OOCTYMNHbIM A3bIKOM, a NP BO3SHNKHOBEHUN KpMTI/I‘-IeCKOVI cutyauum O6paTI/ITbCF| 3a COBETOM.
A Takke NPUHATL y4acCTune B KOHKypCax U CTaTb CaMbIiM LI,MC*)pOBbIM Fpa)K,El,aHI/IHOM!



MpunoxexHne N 3
NAMATKA Ans POOUTENEN O6 UH®OPMALIMOHHOW BE3ONACHOCTU OETEN

OnpegeneHne TepmuHa "vHdopmMmaumoHHas ©6e3onacHocTb geten” cogepxutcs B degepanbHOM
3akoHe N 436-93 "O 3awuTe geten oT MHOpPMaLMK, NPUUMHSIOLLEN Bpea MX 340POBLIO U pasBUTUIO",
perynmpylowmmMm OTHOLLEHUS, CBA3aHHbIE C 3alLlMTOM AeTen OT WHopMauun, NPUYUHAIOLLEN Bpen ux
340pOoBbIO 1 (MnK) pa3BuTuio. CornacHo AaHHOMY 3aKOHY "MHdopMaLMoHHasa 6e3onacHoCTb AeTen” - aTo
COCTOSIHVE 3aLUMLLEHHOCTM, MPM KOTOPOM OTCYTCTBYET PUCK, CBA3aHHBIN C MPUYMHEHNEM UHOpMaLnEn
Bpeda Ux 340poBbi0 U (Mnn) pranyeckomy, NCUXNYECKOMY, LYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®epepansHoro 3akoHa N 436-03 nHdpopmaumen, NpuymHSAOLWLEN Bpes 300pOBblo U (Mnn)
pasBUTUIO OEeTEN, ABMNSETCS:

1. THpopMaUuS, 3anpeLLeHHas ans pacnpocTpaHeHus cpean aoeTen;

2. wHdopmauus, pacnpocTpaHeHMe KOTOPOW OrpaHuM4eHo cpeaun JeTer  onpeaeneHHbIX
BO3PACTHbIX KaTeropumn.

3. K nHdpopmaumu, 3anpeLleHHon Ansg pacnpocTpaHeHus cpean geTen, OTHOCUTCS:

4. nHdbopMaums, nobyxaawlas geTen K COBEpLUEHUIO OEeNCTBUA, NPeacTaBnsaloWmX yrposy ux
XWU3HU 1 (MNn) 300POBBIO, B T.4. MPUYMHEHNIO Bpeaa CBOEMY 340POBbI0, CAaMOyOUNCTBY;

5. cnOCOBHOCTL BbI3BaTb Y AETEN XenaHue ynoTpedbuTb HapKoTUYEeCKMe CpeacTBa, NCUXOTPONHbIE
n (unun) ogypmaHuBawliMe BellecTBa, TabayHble W34enus, ankorofibHyl W CnMpTOoCoAepKallyto
npoayKumMio, MMBO U HanNWTKW, M3roTaBfMBaeMble Ha €ro OCHOBE; MPUHATbL yyacTue B a3apTHbIX WUrpax,
3aHMMaTbCs NPOCTUTYUMEN, BPOAKHNYECTBOM UM NOMPOLLaNHUYECTBOM;

6. obocHoBbIBatoWas mnm onpasdbiBaroliada AOMYCTUMOCTb Hacunma u (I/IJ'IVI) XecTokocTn nunbo
no6y>+<,qalou.|,aﬂ OCYLLEeCTBNATb HACUJTbCTBEHHbIE 0ENCTBMUS MO OTHOLLEHUIO K JTIIOASAM M XKUBOTHbIM;

7. oTpuualoLas ceMenHble LEHHOCTU U hOPMUPYIOLLAs HEYBaXEHME K poauTensam v (unu) opyrum
yneHam cembM;

8. onpaBgbiBatoLLas NPOTUBOMNPaBHOE NOBEAEHME;
9. cogepxallas HeLeH3ypHy BpaHb;
10. cogepxallas nHpopmanmio nopHorpadmnyeckoro xapakrepa.

K mHdopmauum, pacnpocTpaHeHne KOTOpPOW OrpaHUYeHO cpeaun AeTeit onpefeneHHoro Bo3pacTa,
OTHOCMTCS:

1. uHcpopMaumsi, npeacTasnsiemas B BUAe U306paxeHUss NN ONUCaHUS )XECTOKOCTM, pU3MYECKOro
1 (UNK) NCUXMYECKOTO HACKIUSI, NPECTYNNEHMS U UHOFO aHTUOBLLIECTBEHHOTO AEACTBUS;

2. BbI3blBalOLLANA y AeTel CTpax, yKac UM naHuky, B T.4. NpeAcTaBnsiemMas B Buae M3obpaxeHus
UMM OMNWUCaHUs B YHWKaMOLE# YeroBevyeckoe [OCTOMHCTBO popMe HeHaCWUnbCTBEHHOW CMepTH,
3aboneBaHusi, cCaMOybuIMCTBa, HECHACTHOrO Cryvasi, aBapum Unu katactpodbl 1 (UNK) UX NOCNeacTBUNA;

3. NnpencTaBnsiemas B BUAe n3006paxeHuss v onncaHms NoroBbIX OTHOLLEHWI MEXOY MYXYUHOM 1
YKEHLUMHOW;

4. copepxallasi GpaHHbIe CroBa U BbIPaXXEHUs], He OTHOCSLLMECS K HELLeH3YypHOI GpaHu.
C y4yetom 3Toro Bam npegnaratotca npaeuna pa6oTbl B ceTu WHTepHeT ANs pasnuyHbIX

BO3pacCTHbIX kaTeropui, cobniogeHne KoOTopbiX No3BONUT obecneynTtb MHOPMALMOHHYIO 6e30NacHOCTb
BalLUUX JeTen.
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O6wue npaBuna ana pogurtenen

1. HesaBucumo ot BO3pacTa pe6eHKa VICI'IOJ'Ib3yl7ITe nporpammvHoe obecne4veHne, nomoratollee
q)VIJ'IprOBaTb N KOHTpOJnpoBaTb VIHCpOpMaLI,VI}O, HO He nonaranMTecb MOMHOCTLI0 Ha Hero. Bawe
BHMMaHNe K pe6eH|<y - MaBHbIN METOA 3aLUNTHI.

2. Ecnn Baw pebeHOK umeeT akkayHT Ha OAHOM M3 couumanbHbix cepBucoB (Livedournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHMMaTenbHO u3y4nTe, Kakyl WHMOPMAULMIO MNOMELLAT ero
Yy4aCTHUKM B CBOUX Npodhmnnax u 6norax, Bknoyas gotorpadum n Buaeo.

3. lpoBepbTe, C KakumMu ApYyrMMU caWTaMu CBSA3aH couumanbHbIl cepBuc Balero pebeHka.
CtpaHnykm Bawero pebeHka MoryT ObiTb 6e30nacHbiMWM, HO MOFYT M COAepXaTb CCbIIKM Ha
HexenaTenbHble U onacHble canTbl (Hanpumep, MOPHOCAWT, UMW CaWT, HA KOTOPOM APYr ynomuHaet
Homep coToBoro TenedoHa Bawero pebeHka unu Baw gomaluiHun agpec)

4. Moowpsante Bawmnx geten coobiatb 060 BCEM CTPAHHOM UMW OTTaNKMBaloLWeM U He CIULLKOM
OCTPO pearupywte, KOorga OHW 3TO AenawT (U3-3a onaceHus MoTepsATb AOCTYN K VIHTEpHeTY AeTu He
roBOPSIT poanTensam o npobnemax, a Takke MOryT HadaTb MCMoNb30BaTh VIHTEPHET BHE OMA W LLKOMbI).

5. byobTe B Kypce ceTeBOW xu3HN Bawero pebeHka. MHTepecynTechb, KTO Ux Apy3bsi B IHTepHeT
TakK e, Kak UHTepecyeTeCb pearnbHbIMU OPY3bsIMU.

BospacTt ot 7 no 8 ner

B MHTepHeTe pebeHok cTapaeTcsl NOCETUTb TE UMM UHbIE CalThbl, @ BO3MOXHO U YaTbl, paspeLleHne
Ha nocelleHne KOTOpbIX OH He nonyuun 6bl OoT poauTenen. Moatomy poauTensm 0cobeHHO MonesHbl
OyayT Te oOT4yeTbl, KOTOpble NPEAOCTaBMSKTCS MporpaMMaMn MO  OrpaHUYEHUD UCMONb30BaHUS
WHTepHeTa, T.e. POANTENBCKUI KOHTPOSb MK TO, YTO Bbl CMOXETE yBUOETb BO BPEMEHHbLIX (hannax. B
pesynbrarte, y pebeHka He OygeT OWyLEeHUs, Y4TO 3a HUM BedeTCsl MOCTOSIHHbIA KOHTPOSb, OAHAaKO,
poautenu GyayT no-npexHemy 3HaTb, kKakve cawTbl nocewlaeT ux pebeHok. [leTn B gaHHOM BoO3pacTte
obnagarT CunbHbIM YYBCTBOM CEMbM, OHU OOBEPYMBLI U HE COMHEBAOTCS B aBTopuTeTax. OHu nobar
urpaTtb B CETEBbIE UIPbl U NyTELIECTBOBaTb N0 VIHTEPHETY, MCMONb3ys 3NEKTPOHHYKO NOYTY, 3aX0anTb Ha
CaTbl U YaTbl, HE PEKOMEHOOBaHHbIE POAUTENSMN.

CoBeTbl No 6e3onacHocTv B ceTu VIHTepHeT ansa geten 7 - 8 net

1. Co3gaiiTe CNUCOK AOMaLUHWX NpaBwi noceweHns NHTepHeTa npu yd4actum geten u Tpebyite
€ro BbINOJTHEHMS.

2. Tpebyinte ot Bawero pebeHka cobniogeHnss BpEMEHHbIX HOPM HaXOXOEHWS 3a KOMMbIOTEPOM.
Mokaxute pebeHKy, 4To Bbl HabnwgaeTe 3a HUM He NOTOMYy 4TOo Bam 3TO xo4veTcs, a noTomy 4To Bbi
Becnokoutechb 0 ero 6e30nNacHOCTM 1 Bcerga rotoBbl EMY MOMOYb.

3. KomnbloTep ¢ nogknioyeHnem Kk WHTepHeTy [OOMmKeH HaxoauTbCA B OOLENn KOMHaTe nog
NPUCMOTPOM poauTenen.

4. Vcnonb3yiTe cneumanbHble AeTCK1E NONCKOBbLIE MaLLMWHbI.

5. MCﬂOﬂbSyVITe cpepncrtea 6J'IOKI/IpOBaHI/IF| HeXenaTenbHOro KOHTEeHTa KaK AOOonoJIHEHNE K
CTaHOapTHOMY PO/J,VITeﬂbCKOMy KOHTpPOIO.

6. Co3pgante CeMelVHbIN 3NEKTPOHHBIA ALWMK, YTOObl HE MO3BONMUTL AETAM MMETb COOCTBEHHbIE
agpeca.

7. bBnokupyiiTe pgoctyn K caWTam c 6ecnnaTHbIMM MOYTOBbIMK  SALLMKAMM C  MOMOLLBIO
COOTBETCTBYIOLLEro NporpaMmMHoro obecrneyeHus.

8. Mpuyunte peten coBeToBaTbCcsd ¢ Bamu nepen onybnukoBaHuem Kakow-nmbo wnHdopmaumm
cpencTBaMuy SMNEKTPOHHOW NOYTbl, YaToB, PErNCTPALIMOHHBIX (POPM U1 Npodunen.

9. Hayuute geten He 3arpyxaTtb hannbl, Nporpammel UM My3biky 6e3 Baluero cornacus.
10. He paspelwiante 4eTsam MCMNonb30BaTh CryXObl MTHOBEHHOrO 0OMeHa Coo0LLEHNAMMU.

11. B "Genbin" cnMcok canToB, paspeLUeHHbIX Al MOCELLEHMs, BHOCUTE TOJIbKO CanThl C XOpOLLEen



penyTaumen.

12. He 3abbiBanite 6ecegoBatb C AeTbMU 06 ux Apy3bsix B IHTepHeTe, kak ecnu 6bl peyb Wwna o
OpY3bsaX B peanbHOM XNU3HU.

13. He penanite "taby" 13 BOMpPOCOB NOMOBOW XW3HW, Tak kak B VIHTepHeTe AeTW MOryT nerko
HaTKHYTbCSA Ha nopHorpadu o UnNu canTbl "ansa B3pocnbix”.

14. Mpuyunte Bawero pebeHka coobwaTb BaMm O MOObIX yrpo3ax WMnvM TpeBorax, CBsi3aHHbIX C
MHTepHeTom. OcTaBanTecb CMOKOWHLIMA M HaNOMHUTE OETsM, Y4TO OHM B 6e3onacHoCTWU, ecnu camu
pacckasanu Bam O CBOMX TpeBorax. [loxBanute nMx M NOCOBETYWTE NOOONTU ewle pa3 B NOAOOHbIX
cny4vasix.

BospacTt geten ot 9 fo 12 nert

B oaHHOM BO3pacTe AeTu, Kak npaBwuiio, yxe HacrlblillaHbl O TOM, Kakad VIHQ)OpMaU,VIFI cywecrtByeTt
B VlHTepHeTe. COBeleJeHHO HOpMaJibHO, YTO OHW XOTAT 3TO yBMAOETb, NMPOYeCTb, YyClblllaTb. |_|pl/l 3TOM
HYXHO NMOMHUTb, YTO AOCTYN K HEXEeNnaTesibHbIM MaTtepuanam MOXHO J1erko 3a6ﬂOKI/IpOBaTb npun nomoLiun
cpencTte PoauTtenbckoro KOHTPOJIA.

CoBeTbl No 6e3onacHocTV Ana geten ot 9 oo 12 net

1. CosganTe cnMcoK AOMaLLHUX NpaBun nocelleHns IHTepHeT npu ydyactum geten n tpebynte ero
BbIMNOSTHEHWSI.

2. Tpebyiite oT Bawwero pebeHka cobntogeHnst HOPM HaxXOXOEHNUSA 38 KOMMBIOTEPOM.

3. HabnioganiTte 3a pebeHkom npu paboTe 3a KOMNbIOTEPOM, NOKaXuTe emy, 4to Bbl 6ecnokontech
0 ero 6e3onacHOCTV 1 Bcerga rotoBbl Oka3aTb EMY NMOMOLLb.

4. KomnbioTep € noaknioveHvem B WHTepHeT OoMmkeH HaxoOuTbCcsa B 06lleil KomHaTe nof
NPUCMOTPOM poanuTenei.

5. Wcnonb3ynte cpenctea OMnOKMPOBaHMA HeEXenaTerlbHOro KOHTEHTa Kak [JOMOfHEeHuEe K
CTaHgapTHOMY PoanTenbCKoOMy KOHTPOSTHO.

6. He 3abbiBaiiTe npuHUMMaTb HeNoOCpeAcTBEHHOe y4yacTue B XWU3HM peGeHka, GecegoBaTb C
AeTbMu 06 Ux apysbsax B IHTepHeTe.

7. HactamBarTte, 4TOObl OE€TM HUMKOrAa He cornawanicb Ha fMYHble BCTPEYM C ApPY3bSMM MO
NHTepHeTy.

8. MNosBonsaTe geTaAM 3axoAnTb TOJSbKO Ha canTbl U3 "Genoro” cnmucka, KOTopbI co3danTe BMecTe
C HAMM.

9. MNpuyynTe geTen HUKOrga He BblgaBaTb JIMYHYO MHAOPMaLNIO CpeacTBaMu 3MEKTPOHHOM MOYTHI,
4yaToB, CUCTEM MIHOBEHHOrO 06MeHa COOOLLEHUAMN, PEMMCTPALMOHHBLIX POPM, NMYHBIX Npodunen 1 Npu
perncTpaumm Ha KOHKypcCbl B VIHTepHeTe.

10. MpuyunTe geTen He 3arpyxaTb NporpaMmel 6e3 Bawero paspeleHms. O6bACHUTE UM, YTO OHU
MOTYT CIny4anHO 3arpy3uTb BUPYChI UK OPYroe HexenaTernbHOe nporpammMHoe obecneveHme.

11. Co3pavite Bawemy pebeHKy orpaHMYeHHyI YY4ETHYH0 3anuchb A5isi paboTbl HA KOMMNbIOTEPE.

12. Mpuyunte Bawero pebeHka coobwate BaMm O NOObIX yrpo3ax WU TpeBorax, CBs3aHHbIX C
MHTepHeToM. HanomHuTe OeTsM, 4YTO OHM B 0e30MacHOCTWU, ecniv camy pacckasanu BamM O CBOUX
TpeBorax n ornaceHusx.

13. Pacckaxunte getam o nopHorpadum B HTepHeTe.

14. HactauBarite Ha ToM, 4TOGbI AeTW NPedOCTaBnanM BamMm AOCTYMN K CBOEW 3NEKTPOHHOW nouyTe,
4yTOObI Bbl YOEOUIUCL, YTO OHU HE OBLLalTCsl C HE3HAKOMLaMMU.

15. OGbsicHUTE [OEeTsaM, YTO Hesib3si UCMOSb30BaTb CETb AN XYNUraHCTBa, pacrnpoCTpaHeHus
CnneTeH WUnn yrpos.



BospacT geten ot 13 go 17 net

B aTom Bo3pacTe NoApOCTKM akTMBHO UCMOMb3YOT MOUCKOBbIE MALUMHbI, MOMb3YHOTCHA 3NEKTPOHHON
noyToun, cnykbamy MrHoBeHHOro obmeHa cooBLLEHMAMU, CKaumMBalOT My3blKy U PunbMbl. Manbymkam B
3TOM Bo3pacTte 6onblie Mo HpaBy CMeTaTb BCE OrpaHuWYEHusl, OHW XXaxayT rpyboro omopa, asapTHbIX
urp, KapTMHOK "ans B3pocnbix". [eBouyku npegnoymTaloT oblaTtbCs B YaTtax, npy 3TOM OHU ropasgo
bonee YyBCTBUTEMBHbI K CEKCyarnbHbIM OMoratenscTsam B HTepHeTe.

3avacTylo B JaHHOM BO3pacTe pOAMTENSAM yXKe BECbMa CMOXHO KOHTPONMPOBaTb CBOUX AETEN, Tak
Kak 00 VIHTEpHeTe OHM yXe 3HalT 3HA4YUTENbHO OGonblle CBOWMX poauTenen. TemM He MeHee, He
oTnyckamTe pgeTten B "cBobogHoe nnaBaHume" no WHTepHeTy. CTapalTecb akTUBHO Yy4acTBOBaTb B
obuweHnn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobniogaTe npasuna MHTepHeT-6e30nacHOCTM - cornalleHne mexay
pogutenamm n petbMu. Kpome TOro, HeobxoaMmo Kak MOXHO 4alle npocMartpuBaTb OTYETbl O
peaTtenbHocTn geten B WHTepHeTe. CnegyeT obpaTtuTb BHMMaHuMe Ha HeobxoAMMOCTb cogepXaHus
poauTenbCKMX naponen (maponev agMUHWCTPaATOpPOB) B CTPOroM cekpeTe u obpaTuTb BHMMaHue Ha
CTPOrocTb 3TMX Naposnen.

CoBeTbl No 6e3onacHOCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. CospaviTe CnNMCOK OOMAaLUHUX NpaBun nocelleHus MHTepHeTa npu yy4acTum MOAPOCTKOB M
Tpebyrite GedycnoBHOro ero BbinonHeHusi. O6roBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX CanToB
("JepHbIn cnncok"), Yackl paboTbl B VIHTepHeTe, pykoBOACTBO MO 06LeHnto B VIHTepHeTe (B TOM yucre B
yarax).

2. KOMFIbIOTep C NOAKIIKOYEHNEM K CETU VlHTepHeT [OJDKEH HaxoaMTbCA B 00OLLEN KOMHATE.

3. He 3abbiBarite 6ecegoBatb ¢ geTbMu 06 nx Apy3bsAx B VIHTEpHeTe, O TOM, YEM OHU 3aHATbI
Taknum obpasom, ByaTo peyvb naeTt o Opy3baX B peanbHoW xusHu. CnpawmsBante O MOAAX, C KOTOPbIMU
AeTtun obLiatTca nocpeacTBoM Cryk6 MrHOBEHHOro obmMeHa coobleHusamMu, 4Tobbl yoeanTbes, 4To aTn
noan M 3HaKOMBb.

4, |/|Cﬂ0ﬂb3y17ITe cpencrtea 6J'IOKI/IpOBaHI/IFI HeXenaTesilbHOro KOHTEeHTa KaK AOonoJIHEHUE K
CTaHOapTHOMY PO,EI,I/ITeJ'IbCKOMy KOHTPOIH0.

5. Heobxogumo 3HaTb, Kakumu 4YaTamm nonb3yoTca Baww getu. lMoowpsnte ucnonb3osaHue
MOoZepupyeMbIX YaToB U HacTamBanTe, YToObl AeTW He 06Lanncb B NPMBaTHOM peXUMe.

6. HacramBante Ha ToMm, 4TOObl OEeTU HMKOrAa He BCTpeYanucb NNYHO C ApY3bSAMW U3 CeTu
NHTepHerT.

7. MNpuydnte geTeit He BblAaBaTb CBOK NUYHYIO MHAOPMALMIO CPeacTBaAMU SITEKTPOHHOM MOYTHI,
4YaToB, CUCTEM MrHOBEHHOro obMeHa coobLLUEeHNAMU, PerncTpaumoHHbIX OPM, NUYHBIX MPodUNen u nNpu
pervcTpaumm Ha KOHKypchl B IHTepHeTe.

8. MpuyunTe OeTelt He 3arpyxaTb Nporpammel 6e3 Ballero paspelueHunsi. OGbACHUTE UM, YTO OHU
MOTYT Cry4anHo 3arpy3nTb BUPYChl UMK APYroe HexenaTtensHoe nporpammHoe obecrieveHme.

9. MNpuyunTte Bawero pebeHka coobwatb Bam O MOObIX yrpo3ax WM TpeBorax, CBS3aHHbIX C
NHTepHeTOM. HanoMHute AeTaM, 4TO OHM B 6€30MacHOCTM, eCin caMmy pacckasanu Bam, O CBOUX Yrpo3ax
unu Tpesorax. [loxBanuTe nx 1 NOCOBETYWTE NOAONTY eLle pa3 B MOOOHbIX Cryyasx.

10. Pacckaxute petam o nopHorpacdum B WNHTepHeTe. lNMomornte um 3awmnTuTbCcs OT chnama.
HayumTe nogpocTkoB He BblAaBaTb B VIHTEpHETE CBOEro pearnbHOro 3fIeKTPOHHOrO agpeca, He oTBevaTthb
Ha HexXenaTtersbHble MMCbMa U MCMOMb30BaTb CneumnanbHble NOYTOBbIE PUNBTPLI.

11. Mpuyunte cebsi 3HAKOMUTLCSA C cakTaMu, KOTOpbIe NoceLLatoT NOLPOCTKU.

12. Hayuute geten yBaxaTb ApYrMx B UHTEpHETE. YBeamTech, YTO OHM 3HAKOT O TOM, 4YTO NpaBuna
XOpOLUEro NoBeAeHNsa AeUCTBYIOT Be3ae - AaXe B BUPTyalibHOM MUpe.

13. OObsACHMTE OEeTAM, YTO HM B KOEM criydae Henb3s ucnonb3oBaTb CeTb ANA XynuraHcTBea,
pacnpocTpaHeHUs CrneTeH Un yrpo3 ApYruM JNOAsSM.



14. O6cyaoute c noapocTkamMu Npobnembl CeTeBblX as3apTHbIX WUIP UM WX BO3MOXHBIA PUCK.
HanomHuTe, 4TO AETW HEe MOTYT UrpaTh B 3TW UrPbl COTMACHO 3aKOHY.

lMocToAAHHO KOHTpONMpPYINTE Ucnonb3oBaHue ViHTepHeTa Bawnm pebeHkom! 310 He HapyLueHne ero
NNYHOrO MNPOCTPAHCTBA, a Mepa MpedoCTOPOXHOCTM U nposiBrieHne Bawer poantenbckon
OTBETCTBEHHOCTM U 3a60Thl.




