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MHTEPHET-CAUTAX U OPYT'MX UHO®OPMALIMOHHBLIX PECYPCAX
OBGLLUEOBPA30OBATENbHbIX OPFAHU3ALUA U OPIFAHOB,
OCYLWWECTBNAKLWUX
YNPABJIEHUE B CO®EPE OBPA3OBAHUA, UHOOPMALINA O BE3OIMNACHOM
NOBEAEHNU U UCNOJIb3OBAHUU CETU "MHTEPHET"
kcnepTamn K yneHamm BpemeHHonm komuccum Coeta Pepepaumm nNo pasBUTUIO
NHOPMAaLMOHHOIO 0bLecTBa B pamMKax BbINOSIHEHUS peKOMeHAauMn napnamMmeHTCKUX
cnywaHun "AkTyanbHble BOMNpocbl obecneyeHusi 6e30MacHOCTM U pasBUTUA OeTeN B
MHOPMAaLMOHHOM NMpocTpaHcTBe", koTopble npownv B CoeTte ®epepauumn 17 anpens
2017 r., ObIMn paspaboTaHbl MeToAUYECKME peKoMeHAauuMuM O pasMeLleHUn Ha
MHOPMALMOHHBIX  CTeHAax, oomumanbHbIX ~ UMHTEPHEeT-canTax Wn  Opyrux
MHPOPMALMOHHBLIX pecypcax oblleobpasoBaTenbHbIX OpraHMsauum W OpraHos,
OCYyLLECTBNALWNX ynpaBneHne B cepe obpasoBaHuda, MHopMauunm o 6esonacHom
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - mMeToguyeckue
pekomMeHaauun).
MeToguyeckne pekomMeHOauum HanpasfieHbl Ha KavYeCTBEHHOEe MNOBbIEHWE YPOBHSA
MHPOPMALMOHHON AeATENbHOCTM 06Leobpa3oBaTenbHbIX OpraHu3auuMi M OpraHos,
OCyLLeCTBNALWNX yrnpaBneHne B cdepe obpasoBaHud, B 4acTu WMHGPOPMUPOBAHUSA
yyalnxcs, X poantenen (3akoHHbIX NpeacTaBUTeNen) n negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax HopmaunoHHOM 6e3onacHOCTH.
MeTognyeckne pekoMeHaaumym MO3BOMAT 00weobpasoBaTenbHbIM OpraHM3aumsam u
opraHam, OCyLeCTBASAWLWNM ynpasfieHne B cdepe obpasoBaHud, akTyanusampoBaTtb
yXe ucrnonb3yemble W pasMelleHHble UMHGOpPMaLUMOHHbIE MaTtepuarnbl, Tak U
NoAroTOBUTb UX B CIydae UX OTCYTCTBUS C yHETOM Ny4dLUMX NPaKTUK U peKoMeHaauunn.
B pamkax meToguyeckux pekomeHgauumn paccMmaTpmuBaroTcs cneayowme MHCTPYMEHTbI:
1. NHOPMALUMOHHbIE CTEHAPDI,
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeacTBa MaccoBOW MHAGoOpMauuKM (LLKOSbHbIE raseTbl, negarornvyeckne nsgaHus u
Apyrvie).
NHdopmaLnOHHbIe CTeHAbI
Ha  wuHdopmaunoHHbix cTeHgax B obuweobpasoBaTenbHbIX  OpraHMsaumsx,
pacnonoXeHHbIX B hone ydpexxaeHun n B kabmHeTax, OCHALLEHHbIX NepcoHanbHbIMU
ycTpoucTBamuM Ana BbiIxoga B ceTb "MHTepHeT", pekomeHayeTcs pasMecTuUTb



MH(POPMALUMNOHHbIE NaMATKW, Ccogep)Kaljue OCHOBHble CcoBeTbl No obecneveHuto
NHOPMaLNOHHOM B6e30MacHOCTN yYaLLUXCS.

B npunoxenun N 1 Kk meTogudecknm pekoMmeHaaunsam npeacrasneH obpasel, namAaTku
ANdA pasMeLleHnss Ha MHAPOPMALMOHHbIX CTEHAAX.

CpeactBa maccoBoun UHcpopmaumm
B cpeactBax maccoBon MHGOpMaLMWM, OPUEHTMPOBAHHbLIX Ha oby4arolmxcs,
pekoMeHayeTcs B TedeHne ydyebHoro roga perynsapHo nybnukoBatb MHOPMALMOHHbIE
MaTepuarbl, NOCBSALEHHble OTAENbHbIM acnektam MHgopmaunoHHon 6esonacHocTn, a
TaKke pasnuyHble NnamaTkM obLLero xapakrepa.

B cpegctBax maccoBoM  MHOpMauUUK, OPUEHTUPOBAHHLIX Ha negarornyeckyro
0OLEeCTBEHHOCTb, PEeKOMEeHOYeTCA B TedeHue KanengapHoro roga perynspHo
ny6nvkoBaTtb MHMOPMALMOHHbIE MaTepuarbl, NOCBSALEHHbIE OTAErbHbIM acrnekTam
MHOPMaLNOHHOM 6esonacHocTK Kak HECOBEPLLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auui, a Takke pasnuyHble namMsaTkn, 0630pbl
HOpPMaTUBHO-NPABOBOrO perynMpoBaHnsa faHHON cdpepbl 1 MHpOpMaLNIO O akTyarnbHbIX
MEpPONpUATUSX N COBbITUSX B aHHOWN cdpepe.

B xope npoBegeHus EpuHoro ypoka no 6esonacHoctm B cetn  "UHTepHeT"
pekomeHayeTcs obecneynTb BbIMYCK TeMaTMYecKoro BbiMyCKa CpencTBa MacCOBOW
nHpopmauun nnbo cepum nyénukaumin, cpeam KoTopbiXx PacCMOTPETb OpraHM3oBaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX nNpeacTaBuTenen) wu
negarormn4eckon ooLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEepHeT-pecypcbl
OOweobpasoBaTenbHbIM  OpraHM3aumMsM pekoMeHAyeTCsl Ha CBOMX oduumnanbHbIX
NHTepHeT-pecypcax  obecneuntb  (PYHKLMOHMPOBAHWE  CaMOCTOATENIBHOIO U
cneunanuampoBaHHoro pasgena "MHdgopmaumoHHas ©e3onacHocTb", B pamKax

KOTOPOro npeaycMoTpeTb pasMmelleHne cneagyrowen nipopmaumm:
dopmar
npeacraBjacHus
N Pasznen/moapasnen MaTepHAaJIOB Coaep:xaHue MaTepuaaioB
PasmeluatoTcs Konun JOKYMEHTOB, T.€.
CKaHMPOBAHHbIN BapuaHT AOKYMEHTa,
COOTBETCTBYOLLMI TpeboBaHUAM K
napameTpam CKaHUPOBaHMS.
JTokanbHble PasmeluatoTcs 4OKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernaMmeHTUpyoLme opraHn3aunio n
chepe obecrneyeHnst paboTy C nepcoHasibHbIMU AaHHbIMMU,
MHGOPMaLMOHHON Konun nnaHbl MEPONPUATUIA NO 0BecneveHnto
GesonacHocTu NOKYMEHTOB B [MHGOpMaLMOHHOM 6e3onacHOCTU
1.[o6yyatomxcsa dbopmaTte *PDF |obyyaroimxcsa n gpyrue.
[My6nukytoTCs akTyanbHble CBEAEHNS O
peieparnbHbIX U perMoHanbHbIX 3aKoHaXx,
NMCbMax opraHoB BfiacTun u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupyowmne obecneveHmne
MHpopMaunoHHon 6e3onacHoOCTH
HecoBepLleHHoNeTHMX. [lonyckaeTtcsa
BMECTO KOMuUi pasmMeLlaTtb rmnepcCbisiku
Konuu Ha COOTBETCTBYOLLNE AOKYMEHTbI Ha
HopmaTusHoe NOKYMEHTOB B [calTax OpraHoB rocyAapCTBEHHOM
2. |perynnposaHue dopmate *PDF [BnacTtu.
Meparornyeckum TekcT Ha PasmeluatoTcs metogmyeckme
3.JpaboTHNKam CTpaHuLe cavTa|pekomeHgaumm 1 ykasbiBaeTcs




Konuu MHpopMauuns 0 MeponpuUATUSIX,
NOKYMEHTOB B [NpOEKTax 1 nporpaMmmax, HarnpasBrneHHbIX
dopmaTte *PDF |Ha noBblleHME NH(OPMALIMOHHON
rPaMOTHOCTU Nefarornyeckmx
pabOTHUKOB.

Pasmeluaetca nHgopmaunoHHas
namsaTka (npunoxerHne N 2) n
yKasblBaeTCca MHopmMaums o
MeponpuUATUSX, MPoeKTax u NporpamMmmax,
HanpaBeHHbIX Ha MNOBbILLEeHNe

TekcT Ha MHGOPMaLNOHHOW rPaMOTHOCTU
4.|06yyarowmmcs cTpaHuLe canTa|obydaroLmxcs.
Poantenam (3akoHHbIM
npencraBUTENSIM) TekcT Ha Pasmeluaetca nHgopmaunoHHas
5.JobyyatoLmxcs cTpaHuue cantalnamsaTka (npunoxerHne N 3).

Pasmelyaetcs nHgopmaums o
peKoOMeHOYyeMbIX K MUCMOSb30BaHMIO B
[leTckne 6e3onacHble [TekcT Ha y4yebHOM npouecce 6esonacHbIx canTax,
6.[canTbl CTpaHuue canTadbaHHepbl 6e30nacHbIX 4ETCKUX CalToB.

OpraHam, ocyllecTBnaOWMM ynpaBneHne B cdepe obpa3oBaHusi, peKOMeHAyeTCs Ha
cBoMX  ouumaneHblx  UHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHUPOBaHME
CaMOCTOSATESTbHOIO n cneumanusaMpoBaHHOro pasgena "MHdopmaumoHHas
BGesonacHOCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHne cregyoulen
NHdOpMaLNK:

MpunoxeHne N 1

NMAMATKA
ona opYYAKOLLKUXCA OB UHOOPMALIMOHHON BE3ONACHOCTU OETEWU

HEJ1b3A4
1. Bcem noagpsg coobuiatb CBOK YaCTHY MHpopMaumio (HacToswme nms, oaMmmnnuio,
TenedoH, agpec, HOMep LLKOSbI, a Takke poTorpadum cBOU, CBOEN CEMbU N OPY3EN);
2. OTkpbiBaTb BrOXeHHble (annbl 3MNEeKTPOHHOW MNOYTbl, KOorga He 3Haelb
oTnpasuTens;
3. pybutb, npugupatbCs, oOKasblBaTb [aBreHWe - BeCTU cebs HeBeXnMBO U
arpeccuBHo;
4. He pacnopsibkancss geHbramm TBOeW cemMbun 6e3 paspelleHuss cTaplumnx - Bcerga
cnpawuBan pogutenen;
5. He BcTpevaincs ¢ VIHTepHET-3HAaKOMbIMU B pearibHOM >XU3HWU - MOCOBETYMUCS CO
B3pOCIbIM, KOTOPOMY [OBepSieLlb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobum 06 aTom
CBOMM POAUTENSAM UMM ONEKyHaM;
2. MNpurnawatoT nepennucbiBaTbCs, UrpaTb, OOMEHNBaATLCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pocCrnbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTU M MPUBATHOCTU, YTOObI HE MOTEPSATH CBOU
aKKayHTbl B COLICETSX M OpYrnxX nopTanax.
MOXXHO
1. YBaxaun gpyrux nonb3oBartenen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBalM TOMNbKO T€ CCbIfIKK, B KOTOPbIX YBEPEH;
4. O6waTbCs 3a NOMOLLLI B3POCHbIM - pOAUTENN, ONEKYHbI U aAMUHUCTPaLMS CanToB
BCcerga nomoryr;



5. lMponan obyvyeHne Ha cante "CeTeBMYOK" W noONy4Yn nacnopt uudpoBOro
rpakgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHASA NAMATKA
and obyY4YAKOLWUXCA OonA PASMELLEHUA
HA OPULIUATIbHbIX MHTEPHET-PECYPCAX

C kaxablM rogoM MOSOAEXN B MHTEPHETE CTAaHOBUTLCS BonbLue, a LWKONbHUKN O4HU U3
caMblIX aKTMBHbIX Norib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO Konn4ecTsa
BO3MOXHOCTEN, UHTEPHET HeceT M npobnembl. JTa namaTka OOSmKHA noMoyb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln  BUPYC - 3TO  PasHOBUAHOCTb  KOMMbIOTEPHLIX  MpOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
AOMOMHEHWEe K 3TOMY, BMPYCbl MOryT MOBPEAUTb WM MOMHOCTbIO YHUYMTOXUTb BCe
dannbl M JaHHble, NOLKOHTPOSIbHbIE MOSIb30BaATEND, OT WMMEHUW KOToporo Obina
3anyleHa 3apaxeHHas nporpaMma, a Takke MoBpeauTb WU [aXe YHUYTOXMUTb
onepaumoHHy0 cuctemy co Bcemu davnamu B uenomMm. B GonblMHCTBE criyvyaeB
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.
MeToabl 3aLMThl OT BP€AOHOCHbIX MPOrpamMm:
1. Vicnonb3yn coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMEKLLME CEPbE3HbIN YPOBEHDb
3aWMTbl OT BP€AOHOCHbIX MporpamMm;
2. TocTosiHHO ycTaHaBnvBan nadyTn (UmMdpoBble 3annaTky, KOTOpble aBTOMaTU4YECKM
yCTaHaBMMBalTCA C Lenblo AopaboTkM nporpammbl) M gpyrme OOHOBMNEHUS cBoen
onepaumoHHon cuctembl. CkadmBam Mx TONMbKO C oduumManbHOro canta paspabotymka
OC. Ecnu cylecTtByeT pexnumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;
3. Pabortam Ha cBoeM KOMMbKOTEPE MOA NpaBamMu MNoNfb3oBaTensi, a He
agMuHUCTpaTopa. OTO He no3BOSUT  OONbLUMHCTBY BPEAOHOCHLIX —MporpamMmm
WMHCTannMpoBaTbCA Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHbIe MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4YeCcKUM OOHOBNEeHnemM 0as;
5. OrpaHunyb om3nyeckmin 4OCTyn K KOMNbIOTEPY ANS NOCTOPOHHUX NN,
6. Vicnonb3yin BHELWHWE HOCUTENN MHGDOPMaLMK, Takne Kak doneLlluka, AUCK nnv gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMblOTEPHbIE (hansibl, NONyYeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB.
[axe Te danrnbl, KOTOpble NpuUcran TBOW 3HAKOMbIW. Jly4dlle yTOYHU Yy Hero, oTrnpaBiss
nn oH Tebe unx.
Cetn WI-FI
Wi-Fi - 970 He BMA nepegayn OaHHbIX, HE TEXHOMOMMA, a BCEro nuwb OGpeHnd, mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana openg "WECA", uto
obosHavano cnosocoyeTaHne “"Wireless Fidelity", koTopbii nepeBoguTCs  Kak
"GecnpoBogHast TOMHOCTL".
[lo Hawero BpemeHu powna gpyras abbpesuatypa, KOTopas SABNSAETCS TakoW e
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAHO C HAMEKOM Ha
cTaHOapT BbiCWen 3ByKoBoM TexHukn Hi-Fi, 4yTo B nepeBoge oO3HadaeT "BblCOKas
TOYHOCTBL".
[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNsAX U asponopTax ABNAeTCA OTNYHON
BO3MOXHOCTbIO BbIX04a B WHTepHeT. Ho MHorMe akcnepTbl CyMTaloT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl No 6e3onacHocTn paboTbl B o6LenoCcTynHbIX ceTsax Wi-fi:
1. He nepepaBan cBow nu4Hyto MHpopmauuto vepes obwenoctynHoele Wi-Fi cetu.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin AOCTyNa, NOrMHbI U Kakne-To HoMepa;



2. Vicnonb3yn n o6HOBNAM aHTMBUPYCHbIE NporpamMmmbl n 6paHamayep. Tem cambiM Tbl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpun wncnonb3zoBaHun Wi-Fi oTknioum dyHkumio "O6wmn goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHWUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akKTUBMPYIOT ee And yaobcTea Mcnonb3oBaHns B paboTe unm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXx04a B coumnarbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Mcnonb3yi TonNbKo 3alumileHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B wmobunbHom TenecoHe oOTkAuM  yHkumMo  "TlogkntodeHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumnanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe noan paboTtalT U XueyT
TaMm MOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4ernoBeK, YTO
ABNAETCA OOHOW CeabMON BCexX Xutenem nnaHeTtbl. MHoOrme mnonb3oBaTenn He
NMOHUMAIOT, YTO MHOPMaUUS, pasMeLLeHHass UMN B COUMaribHbIX CETSX, MOXET OblTb
HangeHa M UCMNofnb3oBaHa KeM YrogHo, B TOM 4ucre He obssaTenbHO ¢ Gnarumu
HaMepeHNaMN.

OcHoBHble coBeTbl M0 6€30NacHOCTM B coUManbHbIX CETSAX:

1. OrpaHunyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX W
HEe3HaKOMbIX NIOOEWN;

2. 3awmuian cBOK YacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOEr0 POXAEHUA W  APYry JUYHYIO MHAOPMauUio.  3fOYMbIWMAEHHUKA  MOTyT
Mcnonb3oBaTbh Aaxe WHOPMaUMI O TOM, Kak Tbl U TBOM poauTenu nnaHupyete
NPOBECTU KaHWUKYIbI;

3. 3awumwan ceow penytaumio - AepXn ee B YACTOTe U 3agaBan cebe BOMpoc: xoTen
6bl Tbl, YTOObLI Apyrve nonb3oBaTenu BUAENu, 4YTo Tbl 3arpyxaews? Nogyman, npexae
YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnn Tbl rOBOpULLbL C NOObMU, KOTOPbIX HE 3Haellb, HE UCMOSMb3yM CBOE pearibHoe
UMS U OPYTYIO JIMYHYIO MHAPOPMaLNK: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;
5. N3beran pasmelueHnsa cotorpadui B IHTEpHETE, rae Tbl N3006paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MEeCTOMOSNOXEHUE;

6. Mpwn pernctpaumm B coumanbHON CeTU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONX,
cocTosimne u3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CeTn, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMNONb30BaTh pa3Hble
naponu. Toraa ecnu Teba B3NOMatoT, TO 3MOYMbILSIEHHUKN MofydaT AOCTYN TOSIbKO K
O[HOMY MeCTY, a He BO BCe cpaay.

OnNEKTPOHHbIE AEHbMN

ONEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbIN Ccnocob nnaTtexen, O4HaKo CyLeCTBYIOT
MOLLUEHHUWKM, KOTOPbIE XOTAT NOMYYNTb 3TN OEHbIW.

ONEKTPOHHbIE AEHbIM MOSIBUIIMCb COBCEM HELaBHO M MUMEHHO U3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4o CUX MOp He MPOMMCaHO NPO HMUX B 3aKOHaX.

B Poccun xe OHM (PYHKUMOHMPYIOT M O HUX YXe MpOonMcaHoO B 3akoHe, rae ux
pas3nensatT Ha HECKOMbKO BMAOB - aHOHUMHbIE N HE @aHOHUMHbIE. Pa3Huua B TOM, YTO
AHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcsa npoBoAUTb onepauun 6e3
noeHTudrKaumm nonb3oBaTens, a B HEaHOHMMHbIX WaeHTUMKauma nonb3oBaTens
aBnseTca oba3aTtensHon.

Takke crnegyeT pasnuyaTb 3NEKTPOHHbIE (bMaTHble OeHbM (PaBHbI rOCY4apCTBEHHbIM
BaniTaMm) U ONEKTPOHHble HeduaTHble [AeHbrM (He paBHbl roCy4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHbIMU AEHbramu:



1. MpuBskM K cyeTy MOBUMbHLIN TenedoH. ATO camMbli yOOOHbLIN U BbICTPLIN CNOCO6
BOCCTAHOBUTb OCTYN K cYeTy. [1puBA3aHHbIN TenedoH NoMOoXeT, ecnu 3abyaellb CBOW
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIMEHHYO aBTOpU3aLnio
Tebe yxe He BygeT yrpoxaTb ONacHOCTb KpaXu Ui nepexesaTta NiaTexHoro napons;

3. Bbibepu cnoxubii naponb. lpectynHukam OydeT He MpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKIMOYalOT B cebs CTPOYHble M MPOMUCHbIE BYKBbI, LMIPbI U HECKOSIbKO CUMBOJSIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbIi 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

ANeKTpOoHHas no4yTa

ONeKTPOHHAas NnoYta - 3TO TEXHOMOMNS 1 NpefocTaBnsgemMble el yCryrn no nepecobisike u
MONYyYEHNIO 3NEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpenensTcs B KOMMbIOTEPHOM
cetu. OB6bIYHO SNEKTPOHHBLIN MOYTOBLIA AWMK BbIMMSAUT  criegylowmm  obpasom:
UMs_nonb3oBatena@ums_aomeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaasatb ansibl.

OcHoBHble coBeTbl No BesonacHon paboTe C INEeKTPOHHOW MNOYTON:

1. Hago BbiGpaTb NpaBUIibHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO fy4ylle OOBEPsSTb TeM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasblBa B NUYHOW MOYTE JIMYHYKO MHGOpMaumo. Hanpumep, nyduwe BbiOpaTb
"My3blkanbHbI_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHyo aBTopusauuio. ATO Korga noMUMO Naposns HYy>KHO BBOOUTb
ko4, npucbinaembiv no SMS;

4. Bblbepn CnoxHbln naposib. [na Kaxgoro MOYTOBOro fAwnka AofmkeH 6biTb CBOW
HaZEeXHbI, YCTOMYMBLIN K B3/TOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW fMYHbIA BOMPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yih HeckonbKO MOYTOBLIX SAWMKOB. [lepBbiM AN YaCTHOW Mepennckn C
agpecatamu, KOTOpbIM Tbl JOBepsielb. JTO 9NEKTPOHHbIN  adpec He Hajo
Mcnonb3oBaTh NpU perncTpauum Ha oopymax u camrtax;

7. He oTkpbiBan dhannbl U gpyrne BIIOXKEHUS B NMUCbMax, AaxXe eCcriv OHW npunim oT
TBOUX Apy3en. Jlyylle yToYHN y HUX, OTNPaBnsany nn oHn Tebe atu dannsi;

8. lNocne okoH4YaHust paboTbl Ha NOYTOBOM CepBUCE Nepen 3aKpblTUEM BKMAAKM C
canTom He 3abyab HaxaTtb Ha "Beitn".

KnbepOynnuHr nnu BupTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue CcOOOLLEHNAMM, CcoAaepXawumMmn  ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe O0MKOTUpOBaHME C MOMOLLbIO
PasfinyHbIX MHTEPHET-CEPBUCOB.

OcHoOBHble coBeTbl N0 6opb6e ¢ KMbepOynnNMHrom:

1. He 6pocancs B 6on. Jlyywmin cnocob: nocoBetoBaTbCsA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCrnokouTbcs. Ecnn Tbl HayHelwb
oTBeYaTb OCKOPOMNEeHUsAMM Ha OCKOpOneHusi, TO TONbKO elie 6onblle pasoxKellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMMas. CyllecTBylOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTounT BECTU XynuraHcKui obpas BUPTYanbHOM XU3HN. HTEepHET ouKkcupyeT Bce
TBOM AENCTBUS U COXpaHseT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBO BUPTyasibHYIO YeCTb CMOJSIOAY;

6. WrHopupyn enuHunyHbING HeraTuB. OpHopas3oBble OcCKOpOUTEnbHbIE COOOLLEHUS
nyywe nrHopuposatb. OBbLIYHO arpeccus NpekpawlaeTca Ha HavanbHOW cTaguu;



7. ban arpeccopa. B nporpammax o6GMeHa MrHOBEHHbIMW COOOLIEHNAMN, B
coumarnbHbIX CeTAX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTMpaBKM COOOLLEHUN C
onpeaerieHHbIX aapecos;

8. Ecnmn TbI cBugetenb kubepbynnuHra. TBOM OENCTBUSA: BbICTYNUTbL MPOTMB
npecrnegoBaTens, mMokasaTb €My, 4YTO €ero AeWCTBUS OLEHMBAKOTCA HeraTuBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa NCUXonornyeckas noMoLLb, COOOLNTL B3POCIIbIM
0 paKTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cmapToHbl K nNnaHweTbl cogepxaT B cebe BNOMHe B3pPOCHbIN
dYHKUMOHAs, 1 Tenepb OHU MOTYT KOHKYPUPOBaTb CO CTaUUMOHAPHBIMU KOMMNbIOTEPAMM.
OpHako, cpeacTB 3almThl Ans NOA06HbBIX YCTPOMCTB NOKa OYeHb Mano. TecTupoBaHue
N NOUCK YSI3BUMOCTEN B HUX MPOMCXOOUT HE TaK MHTEHCMBHO, Kak ans K, To xxe camoe
KacaeTcsa 1 MOBUIbHbBIX MPUIOXEHNIA.

CoBpeMeHHble MObOUIbHbIE Opay3epbl  ye nNpakTU4Yecku [[OrHanm HacTombHble
aHanoru, ogHako pacwmpeHue gyHKLMoHana snevyeTt 3a cobon 60sbLIYH CNOXHOCTb U
MEHbLLUYIO 3aLLMLLEHHOCTb.

[laneko He Bce NpPoOM3BOAUTENWN BbiNyCcKaloT OOHOBNEHUS, 3aKpblBaloLNE KPUTUYECKME
YSI3BUMOCTU AN CBOUX YCTPOWCTB.

OcHoBHbIe coBeTbl AnA 6e3onacHOCT MobunbHoro TenedoHa:

Huyero He sBnsieTca no-Hactodwemy 6ecnnaTHbeiM. Byab ocTopoxeH, BeAb Koraa tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakume-TO MNnaTHble
yCnyru;

Adyman, npexae yem otnpaBute SMS, ¢oTO Unn BMAEo. Thbl TOYHO 3Haellb, r4e OHU
O6yayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONepaunoHHY CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yi aHTUBMpPYCHbIE NporpamMMbl 451t MOBUIbHBIX TENEOHOB;

He 3arpyxan npunoxXeHusi OT HEM3BECTHOIO MCTOYHMKA, BEOb OHM MOTyT COAepXaTb
BPeAOHOCHOE nporpaMmHoe obecneveHue;

[Mocne TOro kak Thbl BbIMAELWb C cauTa, rge BBOAWUM NNYHYIO MHOpMaUMo, 3anan B
HacTpownkn bpaysepa n yganm cookies;

Mepnoanyeckn NpoBepsiv, Kakne nnaTHble YCryrin akTMBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUABHOro TenedoHa TONbKO NIOASM, KOTOPbIX Thbl 3HAELLb U KOMY
AoBepsieLb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
npoBepsTb 3TO.

Online wvrpbl

CoBpeMeHHble OHMarH-Urpbl - 3TO KPACOYHble, 3axBaTbiBaloLLME pasBrieyvYeHus,
00beuMHAILWME COTHM ThICAY YeroBeK No BceMy Mupy. Vrpokun ncecnenyot aHHbIA UM
MuUp, obLwialoTcs Apyr C OPYroMm, BbINOSHAKT 3a4aHusi, cpaxkatTcsi C MOHCTpaMu n
nony4arT onbiT. 3a YyOOBOMNbCTBME OHWM NNATAT: MNOKYNakT AUCK, OnfadvsBatoT
aboHeMeHT unu npruobpeTaroT Kakme-To OnunK.

Bce otm cpegctBa mayt Ha noggepxaHwe U pasBuUTME Urpbl, a TaKkKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCA CUCTEMbI aBTOPU3aLnK, BbIMyCKaOTCA HOBbIE NaTyun
(umdppoBble 3annaTtku 4ns NPorpamMmMm), 3aKpbiBatOTCA YA3BUMOCTM CEPBEPOB.

B nogobHbIX nrpax CToMT onacaTbCA He CTOSIbKO CBOMX COMEPHMKOB, CKOMbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopu3aunmn 6ONbLMHCTBA Urp.
OcHOBHbIe coBeTbl N0 6e30MNacHOCTN TBOEro UrPOBOro akKayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo unu cosgaet Tebe HenpuATHOCTU, 3abnoknpym
€ro B CNu1cke UrpoKos;

2. Tloxanynca agMuyHUCTpaToOpaM Wrpbl Ha Mfoxoe noBedeHWe 3TOro Urpoka,
XenatenbHO NPUNOXWUTb KakMe-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBaun nn4Hyt0 MHGOpMauuio B npodpamnne urpsbl;



4. YBaxan gpyrnx y4acTHUKOB MO uUrpe;

5. He ycraHaBnuBaun HeoduumarnbHble naTin n Moabl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYC. [1oka Tbl uUrpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

DULLMHI UK KpaXKa JINYHbIX AaHHbIX

OObI4HOM Kpaxkeh OeHer M [OKYMEHTOB CErofHsl Y€ HWKOro He yAMBULIb, HO C
pasBUTUEM WHTEPHET-TEXHOMNOMN 3MOYMbILLIIEHHUKN NEepPeMECTUSIUCL B UHTEPHET, U
nNpoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBuNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa U (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B TMOSyHMEeHUN KOHMUAEHUMAmNbHbLIX [AaHHbIX Mofib3oBaTenen -
NOrnHoB 1 Nnaponen. Ha aHrnuinckom s3bike phishing untaetca kak puwmHr (ot fishing -
pblbHasi noens, password - naposnb).

OcHoBHble coBeTbl N0 6opbb6e ¢ hULLMHIoOM:

1. Cnegn 3a cBouM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOA aHkeTa 6Obina
B3noMaHa, To Heobxogmmo 3abnoknpoBaTtb €€ 1 cCoObLNTL agMUHUCTPaATOpaM pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym 6e3onacHble Beb-calTbl, B TOM 4WUCre, WHTEPHET-MarasvHoB U
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnv T1ebs B3nomaroT, To
3M10yMbILUMIEHHUKM NOoslydaT SOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMUI0 B CETU, a He KO
BCEM,;

4. Ecnu Teba B3nomanu, TO HeobxoguMmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3noManu n, BO3MOXHO, OT
TBOEro MeHun BygeT paccblinaTtbCsa cnam 1 CCbINKN Ha PULLNHIOBbBIE CalThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTKNIOYKN coxpaHeHne napond B bpaysepe;

7. He oTkpbiBan dannbl U gpyrne BIIOXKEHUS B NMUCbMax, AaxXe eCcrv OHW npunim oT
TBOUX Apy3en. Jlyylue yTOYHN y HUX, OTNPaBNAny N oHn Tebe atn dannsl.

LUndpoBas penyrauus

Lindposas penyTtaums - 370 HeraTMBHasi Uy No3MTMBHas MHoOpMaUnsa B cetu o Tebe.
KomnpomeTupytowaa mnHpopmaumns, pasMelieHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCTO XuTenbcTBa, Yy4yebbl, TBOe (pMHAHCOBOE MONOXeHne, OCOBEHHOCTU
Xapakrepa u pacckasbl 0 65IM3KnxX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne nogpocTkM NErKkOMbICIIEHHO OTHOCATCS K nyGnukauuu NMYHOW MHopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeAcTBUN. Thl Aaxe He CMOXeLUb JoragaTbes
0 TOM, 4YTO poTorpadusi, pasmeLieHHas 5 neT Hasag, crana NpUYMHOM oTKasa MPUHATb
Tebsa Ha paborTy.

KommeHTapun, pasmelleHne TBOuX poTorpachmm v apyrme LEeUCcTBUS MOTYyT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
MHOpMaUuio, nonasia fiv OoHa B MOWCKOBbIE CUCTEMbI M COXpaHunacb N OHa, a
rmaBHOE: YTO nogymalrT O Tebe OKpyxawlime noan, KOTopble HanagyT U yBUOAT 3TO.
Hantn nHgpopmaumo MHOro et Cnycta cMoXeT NMobon - kKak U3 gobpbix NodyxaeHun,
Tak U C HAMEPEHMEM MPUYUHUTE Bpen. OTO MOXET ObiTb KTO YrogHO.

OcHoBHbIe coBeTbl NO 3awmTe LucpoBon penyrauuu:

1. Nogyman, npexae 4em 4TO-TO NybrMkoBaTb M nepepaBaTb y cebst B 6rore vnn B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTP TBOEro Npodouns n ero
CcOOEepPXMMOro, caenamn ero Tonbko "gna gpysen';



3. He pa3melian n He ykasbiBan MHOpPMaLMo, KOTopas MOXeT KOro-nmbo ockopbnsTb
nnm obmxaTb.
ABTOpCKOE npaBo
CoBpeMeHHble LUKOMbHUKU - aKTUBHble MNONb3oBaTenuM LMEGPOBOro npoCcTpaHCTBa.
OpHako faneko He Bce 3HatT, Y4TO NOSIb30BaHUE MHOMMMW BO3MOXHOCTAMU LMAPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.
TepMuH "mHTennekTyanbHaad COOGCTBEHHOCTL" OTHOCUTCA K Pa3fiMYHbIM TBOPEHUSIM
4YenoBEYEeCKOro yma, HadvMHas C HOBbIX M306peTeHui U 3HakoB, OBO3HAYaoLLMX
COOCTBEHHOCTb Ha NPOAYKTbI W YCIyrn, WU 3akaHumBasi KHuramm, doTtorpausamu,
KMHOOUITbMaMn 1 My3blKanbHbIMU NPOU3BEAEHNSMN.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPOUN3BEAEHMS
HayKu, nuTepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCTBe rapaHTum
TOro, YTO UHTENNEKTYanNbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, AacT eMy
crnpaBefsiMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOero Tpyga, NnosyunTb
N3BECTHOCTb U Npu3HaHune. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOAUTb
ero npovssefeHue, pacnpocTpaHaTb, MybrMYHO [AeMOHCTpupoBaTh, NpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyOrMYyHO WUCNOMHATb, NOKa3blBaTb/MCMOMHATbL B
adupe unu pasmewlatb B MIHTepHeTe.
Mcnonb3oBaHue "nupatckoro” nporpaMmmHoro obecrneyeHnsi MoXeT NPUBECTU K MHOMUM
puckam: OT NOTepu AaHHbIX K TBOUM akkayHTam 40 6110KMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbeHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.
O noptane
CeTeBUYOK.ph - TBOW rNaBHbIA COBETYMK B CETU. 34eCb Tbl MOXelWb Y3HaTb O
6e3onacHOCTM B CETM MOHATHbIM M AOCTYNHbIM $3bIKOM, @ MNPW BO3HWKHOBEHUU
KPUTUYECKON cuTyauum obpaTutbCa 3a COBETOM. A Takke MNpUHATb yvacTue B
KOHKypcax U cTaTb CaMblM LMEPOBLIM rpagaHUHOM!

Mpunoxexne N 3
NAMATKA OnA POOUTENEN OB UH®OPMALMOHHON BE3OMNACHOCTU AETEU
OnpegeneHne TepmunHa "mHopmaumoHHaa ©e3onacHOCTb [OeTen" coaepXxuTca B
depepanbHom 3akoHe N 436-03 "O sawmte geten oT MHOPMaLUK, NPUYMHSIOLLEN
Bped MX 300POBb0 U pasBuUTUIO", perynupyrommM OTHOLIEHUS, CBSI3aHHbIE C 3aLlMTON
aeten ot uHoOpmauuu, NPUYUHAKOWEN Bped WX 300pOBbHO M (MNK) pPasBUTUIO.
CornacHo gaHHOMy 3aKoHy "MHopMaunoHHas 6e3onacHOCTbL AeTen" - 3TO COCTOSAHME
3aLUULLEHHOCTN, NPU  KOTOPOM OTCYTCTBYET pPUCK, CBSI3@HHbIM C MPUYUHEHUEM
MHopMaumnen Bpena ux 34opoBbio U (MNKM) PU3NYECKOMY, NCUXNYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 wHdopmauuen, npuynHSAOLWEN Bpea
3[40pPOBbIO U (UNN) Pa3BUTUIO OeTEeN, ABMSETCA:
1. HGOpMauUums, 3anpeLLeHHas ansa pacnpocTpaHeHNa cpeaun aeTen;
2. HopmaLmsi, pacnpocTpaHeHe KOTOPOM OrpaHNYeHO cpeau AeTen onpeneneHHbIX
BO3pACTHbIX KaTeropum.
3. K nHhopmaumm, 3anpeLLeHHoOn Anga pacnpoCcTpaHeHus cpeaun AeTen, OTHOCUTCS:
4. vHdopmauusa, nobyxgawwas OeTern K COBEPLUEHUIO AENCTBUIA, NpencTaBnsOLMX
Yyrpo3y MX >XM3HM U (UNKM) 340POBbLI0, B T.4. MPUYMHEHUIO Bpeda CBOEMY 3[40POBbIO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Yy AeTeun XenaHue ynoTpebuTb HapKoTUYeckue CpeacTsa,
NCUXOTPOMNHblE 1 (MNK) odypMaHuBawLwme BellecTBa, TabauyHble un3genus,
arnkorofibHyt M CNUpTOCOAEPXKaLlyto NPOAYKUMIO, MMBO U HaNUTKW, U3roTaBfiMBaeMble
Ha ero OCHOBE; MPUHATb yvacTue B asapTHbIX Urpax, 3aHMMaTtbCs NPOCTUTYLMEWN,
BpoaSHKHNYECTBOM UIN NOMNPOLLANHNYECTBOM;



6. obocHoBbIBawLWas wunuM onpaegpiBalowas [oNycTUMOCTb Hacunua un - (unu)
XecTokocTn nmbo nobyxgawwas ocywecTBNATb HaCWUNbCTBEHHbIE AEWCTBUS MO
OTHOLLEHMIO K JNIOASIM U XXUBOTHbIM;

7. oTpuuarowass CeMenHble LLIeHHOCTU U (hopMupyloLLaa HeyBaXXeHne K poautensm wu
(Mnn) OpyrMm YneHam cembi;

8. onpasabiBatoLLasa NPOTUBONPaBHOE NOBEAEHWE;

9. cogepxallasn HeLeH3ypHyto 6paHb;

10. cogepxalias nMHopmaLumio NopHorpamn4ecKoro xapakrepa.

K nHdopmauum, pacnpocTpaHeHne KOTOPOW OrpaHUYeHo cpean AeTen onpeaesieHHOro
BO3pacTa, OTHOCUTCS:

1. MHOpMaLmsa, NnpeacTaBnsemMas B BUAE M300paXXeHMS UK ONUCAHUSA XKECTOKOCTH,
dusndeckoro 1 (MNK)  NCUXUMYECKOrOo  Hacwunus, MpPecTynfieHnss WA - UHOTo
aHTUOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOWANA Yy OeTen CTpax, yac uUnv naHuky, B T.4. NpeacTtaeBnsgemasd B Buae
N300paXkeHNa unM OonNucaHus B YHWXKAOLWEN YyerioBeyeckoe [AOCTOMHCTBO dhopMme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHusd, camMoOybUNCTBa, HeCYaCTHOro crny4as,
aBapuv nnu katactpodbl 1 (UnN) UX NOCNEACTBUN;

3. NnpeacTtaBnsemas B BUAe M300paxKeHUs UNn onmcaHUs NOfoBbIX OTHOLUEHUA MexXay
MY>XHYUHOW U XKEHLLMHOW;

4. copgepxallas OpaHHble crnoBa W BbIpaXeHWs, He OTHOCSALLMECHA K HeLeH3ypHOW
Opanu.

C yuyetom atoro Bam npepgnaratotcs npasuna paboTtbl B cetu WHTepHeT ans
PasfiMyHbIX BO3PACTHbLIX KaTeropun, cobrnogeHne KOTOpbIX MNo3BOSUT obecrneyunTb
NHOPMAaLMOHHY 6€e30NacHOCTb BalLUNX OETEN.

O6wwue npaBuna ansa poantenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymTe nporpammMHoe obecneyeHue,
nomorawulee uNbTPoOBaTb U KOHTPONUPOBATb WMHAOPMaUUID, HO He nonaranTecb
NOMHOCTBIO Ha Hero. Bale BHMMaHMe Kk pebeHKy - rmaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OOHOM U3 couuMasnbHbIX CEpBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T1.n.), BHMMaATENbHO W3y4MTeE, KaKyto
MHOPMaUUIO MOMELLAT ero y4yacTHUKM B CBOMX npodunsax u 6riorax, BkN4Yas
doTorpacun n BUAEO.

3. lNpoBepbTe, C KakMMU ApYyrMMW canvTamu CBSA3aH coumanbHbli cepBuc Bawero
pebeHka. CTtpaHudkm Bawero pebeHka mMoryT ObiTb 6e3onacHbiMW, HO MOTyT W
coepXaTb CCbIfIKA Ha HexernaTtesnbHble U OnacHble canTbl (Hanpumep, NOPHOCaNT, UK
canT, Ha KOTOPOM Opyr yNOMUHaEeT Homep coToBoro TenedoHa Bawero pebeHka mnnm
Baw gomawHunin agpec)

4. Moowpsante Bawwmx geten coobwats 060 BCEM CTPAHHOM UM OTTalNKMUBAKOLWEM U HE
CINULLKOM OCTPO pearnpymTe, Korga OHuM 370 AenakoT (M3-3a onaceHusi noTepsaTb SOCTYnN
K VIHTepHeTy OeTu He roBopAT poauTensm O npobrnemax, a Takke MOryT Hadatb
ncnonb3oBaTth VIHTEPHET BHE JOMa U LUKOMbI).

5. ByaobTe B Kypce ceTeBon Xu3Hn Bawero pebeHka. MIHTepecynTechb, KTO UX ApYy3bs B
MHTepHET Tak Xe, Kak MHTepecyeTechb pearnbHbIMU OPY3bSMU.

BospacTt o1 7 no 8 net

B VHTepHeTe pebeHoK cTapaeTcsl NOCETUTb T€ WU UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha nocelleHne KOTOpbIX OH He nonyuun 6bl OoT poauTtenen. loatomy
poautenam ocobeHHO nofie3Hbl ByayT Te OT4yeTbl, KOTOpble MpPeaocTaBnAlTCS
nporpaMmamMm o OrpaHuYeHuto ucnonb3oBaHus WHTepHeTa, T.e. Pogutenbckuin
KOHTPOSIb UIK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX dhannax. B pesynbTaTte, y
pebeHka He OyaeT oulylieHMs, YTO 3@ HUM BeOeTCsl MOCTOSHHbIA KOHTPONb, OAHAKO,
poautenu 6yaoyT no-npexHemy 3HaTb, Kakme canTbl nocewaeTr mx pebeHok. [etn B
AaHHOM Bo3pacTte obnagatT CUMbHbIM YyBCTBOM CEMbM, OHM [LOBEPYMBbI U He



COMHeBatoTcsi B aBToputeTax. OHM NoBAT nrpatb B ceTeBbIE UMPbl U NyTeLeCcTBOBaTb
no VIHTepHeTy, WUCMNonb3ysl SMEKTPOHHYK MOYTy, 3axXOAUTb Ha CalTbl U 4aTbl, He
pPEKOMEHA0BaHHbIE POAUTENSAMMU.

CoBeTbl no 6e3onacHocTn B ceTn UHTepHeT ansa aeten 7 - 8 ner

1. Co3ganTe cnMCOK OOMaLUHUX npaBui noceweHnst HTepHeTa npu yqactum geten um
TpebynTe ero BbINONHEHWS.

2. Tpebyinte oT Bawero pebeHka cObGNOAEHNA BPEMEHHBLIX HOPM HaxOXAEHWUA 3a
komnbtoTepoM. lNMokaxunTte pebeHky, 4To Bbl Habnogaete 3a HUM He noTomy 4To Bam
3TO Xo4eTcs, a NnotToMy 4YTo Bbl Gecnokontecb 0 ero 6e3onacHOCTM M Bcerga roToBbl
€My NoMOYb.

3. KomnbloTep ¢ noakntodeHnem kK MIHTepHeTy OOMmKeH HaxoouTbCsa B o0Llen KomHaTe
noA NpMCMOTPOM pPOAUTENEN.

4. VicnonbaynTte cneumanbHble 4eTCKME NOUCKOBbIE MAaLUMHbI.

5. Ncnonb3ynTe cpencrtea 60KMPOBaHUSA HEXenaTerbHOro KOHTEHTa KakK LOMOfHeHne
K cTaHAapTHOMY PoamMTenbCKkoMy KOHTPOITH.

6. Cosgante CeMENHbIN JNEKTPOHHbLIM AWKMK, 4YTOObI HEe MNO3BONUTbL AETAM UMETb
cobCcTBEHHbIE agpeca.

7. bnokupynTte gocTtyn K canWtam ¢ 6ecnnaTtHbiMM MOYTOBbIMU AWMKAMU C MOMOLLbIO
COOTBETCTBYHLLEINO NPOrpamMmMHOro obecneyeHms.

8. [lpuyunte peten coBeToBaTbCcs C Bamu nepen onybnukoBaHuem Kakon-nnbo
NHOPMaLUUM CpeacTBaMU 3SNIEKTPOHHOM MOYThbl, YaTOB, PErMCTPaLMOHHbLIX OpM W
npodunen.

9. Hayunte petenn He 3arpyxaTb annbl, nporpammbl UNn My3biky 6e3 Bawlero
cornacusi.

10. He paspewante pgetam WUCNonb3oBaTb CNyXObl MrHOBEHHOro obmeHa
COOOLLLEeHNAMMN.

11. B "6enbiin" cnMcok canToB, paspeLUEHHbIX A5l NOCELLEHNS, BHOCUTE TOMbKO CaunThl
C XopoLuen penytaumen.

12. He 3abbiBanTte 6ecepoBatb ¢ AeTbMn 06 MX Apy3bsax B NHTepHeTe, Kak ecnv Obl
peyb LWa 0 Apy3bsX B pearnibHOW XU3HMU.

13. He pgenante "Taby" 13 BONpOCOB MONMOBOWN XWU3HWU, TaK Kak B VIHTepHeTe aeTtu moryT
Nerko HaTKHYTbCSA Ha NopHorpaduo Uy cantbl "Ans B3pocnbIX".

14. TMpuyunte Bawero pebeHka coobwate BaM O MbbIX yrpo3ax unmM Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CMOKOMHLIMUA M HANOMHUTE OETAM, YTO OHU B
GesonacHOCTM, ecnM camMu paccka3anM Bam O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOOOWTU eLle pa3 B NOA0BHbLIX CriyyYasix.

BospacTt geten ot 9 oo 12 ner

B gaHHOM BO3pacTe AeTu, Kak npaBumo, YXXe HachnblwaHbl 0 TOM, Kakad MHdopmMaums
cywectByet B VHTepHeTe. CoOBEPLUEHHO HOPMarbHO, YTO OHWU XOTAT 3TO YBUAETD,
npoyecTb, ycnbiwaTb. [pyM 3TOM HYXXHO MNOMHUTb, YTO LOCTYMN K HeXenaTesbHbIM
mMaTepuanaMm MOXHO nerko 3abnokupoBaTb nNpu NoOMOWM cpeacts Poautenbckoro
KOHTpOnS.

CoBeTbl No 6e3onacHocTu ansa geten ot 9 go 12 net

1. Co3pgante CNMCOK OOMAaLUHUX NpaBun noceleHns NHTepHeT npu yvyactum geten u
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte oT Bawwero pebeHka cobntogeHnsi HOpM HaxoXAeHNS 3a KOMMNbIOTEPOM.

3. Habnopgante 3a pebeHkom npu paboTe 3a KOMMbTEPOM, MOKaXUTe emy, 4Tto Bbl
Becnokontecb 0 ero 6e30nacHOCTU 1 BCerga rotoBbl Oka3aTb €My NOMOLLb.

4. KomnbloTep ¢ noaknoyeHnem B WHTEepHET OOMMKEeH HaxoamTbCsa B oOLLen KoMHaTe
noa NPUCMOTPOM poauTeENEN.



5. Vicnonb3ynte cpeactea GroOKMPOBaHNS HEXeNaTenbHOro KOHTEHTA Kak AOMONHEHWe
K CTaHgapTHOMY PoanTenbCKOMY KOHTPOSHO.

6. He 3abbiBanite npuvHMMaTb HENocpeacTBEHHOE Yy4vacTue B XuU3HW pebeHka,
B6ecenoBaTb C AeTbMU 00 X Apy3bsx B HTepHeTe.

7. HacramBante, 4TOObl [€TM HMKOrAa He CoOrfawanucb Ha JNU4YHble BCTpeYn C
apy3bsmu no VIHTepHeTy.

8. lNos3BonanTte OeTaAM 3ax0AuUTb TONMbKO Ha cauTbl U3 "6enoro" cnmcka, KOTopblIv
co3ganTe BMECTE C HUMMN.

9. lMpuyunte peTer HuKOrga He BbldaBaTb JNUYHYKD MHGOPMaUMO cpencTBamMu
9NEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOro oObmMmeHa CcoobLeHnamu,
PErncTpaunoHHbIX opM, NUYHbIX Npodunen M Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

10. MNpuyunte aeten He 3arpyxaTb nNporpaMmmbl 6e3 Bawero paspelweHuns. Ob6bacHuTe
MM, YTO OHM MOFYT CIyYalHO 3arpysnTb BUPYCbl UMW OpYyroe HexenatenbHoe
nporpamMmmHoe obecneveHue.

11. CospanTte Bawemy pebeHKy OorpaHuMYeHHyK YYeTHYK 3anucb And paboTbl Ha
KOMMblOTEpeE.

12. lMpuyunte Bawero pebeHka coobwaTb BaM O nNOObLIX yrpo3ax Wnu Tpesorax,
cBsi3aHHbIX ¢ NHTepHeTOM. HanomHuTe getsam, 4To oHuM B 6e3onacHoOCTKU, ecrnv camu
pacckasanu Bam O CBOMX TpeBorax u onaceHusx.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTe.

14. HacrtamBamte Ha TOM, 4TOObl OeTM NpenocTaBnanM Bam [LOCTYN K CBOEWN
9NEKTPOHHOM NnoYTe, YTobbI Bbl YOeaANNnChb, YTO OHM He 06LLaTCA C HE3HaAKOMLUaMM.
15. OObACHUTE [eTsaM, 4YTO Henb3sd UCNoNb3oBaTb CeTb  ANA  XYNMraHcTBa,
pacnpocTpaHeHns CnieTeH unmn yrpoa.

Bo3spacTt getenn ot 13 no 17 netr

B aTom BO3pacTe nMoApOCTKM aKTUBHO MCMNOMb3YHT NMOUCKOBLIE MaLUWHbI, MOMb3YHTCS
SNEKTPOHHOM MNOYTON, cnyx6amuM MrHOBeHHOro obmMeHa CoOobLEeHMAMN, CKayMBaroT
My3blKy U punbmbl. Manbyunkam B 3TOM BO3pacTte Gonblle Mo HpaBy cMmeTaTb Bce
OrpaHNYEeHuns], OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTUHOK "Ans B3pOCbIX".
[eBoykn npegnouymTaloT obwaTtbca B 4aTtax, NpuM 3TOM OHM ropasgo 6Gonee
YyBCTBUTENbHbI K CEKCyarnbHbIM JOMOratenbcTBaM B VIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poauTENsiM yxKe BeCbMa CITOXXHO KOHTPONMPOBAaTbL CBOMX
AeTen, Tak kak 06 VIHTEpHETE OHM yXXe 3HaKT 3HAYUTENbHO BorbLUe CBOUX pOaUTENEN.
Tem He MeHee, He oTnyckanTe pgeten B “"cBobogHoe nnasaHue" no WHTepHeTy.
CTrapanTecb akTMBHO y4yacTBoBaTh B 00LieHn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaBuna WMHTepHeT-6Ge3onacHocTn -
cornawleHune mexay pogutensamu n geteMu. Kpome T0ro, He06xoauMo Kak MOXHO 4Yalle
npocmMaTpuBatb OT4eTbl O AesTenbHocTn aeten B WHTepHeTe. CneagyeT obpatutb
BHMMaHMEe Ha HeobXooMMOCTb COAEpPXaHWA POAMTENbCKMX MNaporien (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe U 00paTuTb BHUMaHME Ha CTPOroCTb 3TUX
naponeun.

CoBeTbl N0 6Ge3onacHoCcTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante CNUCOK AOMalLUHMX NpaBui noceweHna WHTepHeTa npu  ydacTum
nogpocTkoB u Tpebynte 6Ge3ycrnoBHOro ero BbinosiHeHust. ObroBopute C¢ pebeHkoMm
CMUCOK 3anpeLleHHbIX canToB ("J4epHbIn cnmncok"), 4Yacbkl pabotel B WHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTax).

2. KomnbtoTep € nogkrodeHnem K cetu MHTepHeT [ormkeH HaxoauTbca B obuien
KOMHaTe.

3. He 3abbiBante 6ecegoBatb ¢ AetbMu 006 ux Apy3bsax B IHTepHeTe, O TOM, YEM OHU
3aHATbl TakuM obpasom, ByaTo pedb NOeT O ApY3bsaX B peanbHom xu3Hu. CnpaluvsanTe



0 nadax, C KOTopbIMM AeTn obwalTca NocpeacTBOM Crykb6 MrHoBeHHOro obmeHa
coobLeHnamMu, 4tobbl yoeamTbes, YTO 3TU N0AN UM 3HAKOMBbI.

4. Ncnonb3ynTe cpeactBa GNOKMPOBaAHUSA HeXenaTenbHOro KOHTEeHTa Kak AOMOofHeHne
K CTaHOapTHOMY PoanTensCKOMy KOHTPOSHO.

5. Heobxogummo 3HaTb, Kakumum 4atamym nonb3yloTca Bawwu pgetn. [Moowpswnte
ncnonb3oBaHMe MoaepupyeMblX YaToOB M HacTamBamTe, 4YTOObl AeTu He obwanuch B
NPMBaTHOM pPEXMME.

6. HactamBanTte Ha ToM, 4YTODObI AETU HUKOrA4A He BCTPEeYanucb SIMYHO C OpY3bsMU U3
cetn IHTepHerT.

7. Tlpnyyute petenn He BbldaBaTb CBOK JIMYHYKO MHOpMaUMO cpeacTBamu
9NEKTPOHHOM  MNOYTbl, 4aTOB, CWUCTEM MFHOBEHHOrO OOMeHa CcoolOLWeHnaMH,
pPerncTpaunoHHbIX opM, NUYHBIX Mpoduren M Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

8. Mpuyunte pgeten He 3arpyxatb nporpammbl 6e3 Baiwero paspeweHus. O6bscHuTe
MM, 4YTO OHM MOFYT CIyYallHO 3arpy3anTb BWPYCbl WNWU OpYyroe HexenatenbHoe
nporpaMmmHoe obecneveHue.

9. lpuyunte Bawero pebeHka coobwatbe BaMm O MOObLIX yrposax WNu TpeBorax,
cBsA3aHHbIX C NHTepHeTOM. HanomHuTe getam, 4yto oHuM B 6e30MacHOCTWU, ecnu camu
pacckasanu BaM, O CBOMX Yyrpo3ax wunu TpeBorax. [loxBanute ux u MNocoBeTyuTe
NoAonTW eLle pa3 B NogobHbIX criyvasx.

10. PacckaxuTte getam o nopHorpacdum B UHTepHeTe. NMomornte MM 3awuTuUTbCs OT
cnama. HayuuTe noapocTKoB He BbldaBaTb B WHTepHeTe CBOero pearbHOro
9NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTtefnbHble MMCbMa U UCMNONb30BaTb
creumanbHble NOYTOBbIE PUSLTPbI.

11. Mpuy4dnte cebs 3HaKOMUTBLCSA C canTaMu, KOTopble NoceLatT NOAPOCTKM.

12. Hayunte geten yBaxaTb ApPYrMx B UHTEpHeTe. Y6eamTecb, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XopoLUero NoBeaeHUs AENCTBYIOT Be3fe - JaXe B BUPTyallbHOM MUpe.

13. OObAcCHUTE [EeTsM, YTO HU B KOEM Crnyyae Henb3sa wmucnonb3oBatb CeTb Ans
XyINMraHcTBa, pacnpocTpaHeHUs CnieTeH Unun yrpo3 Apyrum niogsam.

14. Obcygute c nogpocTkaMmy npobnemMbl CETEBbIX a3apTHbIX UFP U UX BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UrPbl COrNAacHO 3aKOHY.

[MoCTOSIHHO KOHTponUpynTe wucnonb3oBaHue VIHTepHeTa Bawwum pebeHkom! OTo He
HapyLleHMe ero fIMYHOro MpOCTPaHCTBa, a Mepa NpPefoCTOPOXHOCTU U MNposBeHne
Bawen poantenbckon OTBETCTBEHHOCTU 1 3a00Thl.



